LoRaWAN System Debug and Installation Instructions (Preliminary Document)
LoRaWAN is a low-power wide-area network wireless standard developed by Semtech Corporation. Its purpose is to solve the contradiction between power consumption and transmission coverage distance. Generally, low power consumption results in shorter transmission distance, while high power consumption leads to longer transmission distance. By developing LoRaWAN technology, the technical issue of achieving longer transmission distance under the same power consumption conditions compared to other wireless methods has been resolved, thereby achieving the unification of low power consumption and long distance transmission.
Therefore, LoRaWAN is widely used in low-power and private network deployments. A complete LoRaWAN system consists of the following parts:
1.Terminal devices with LoRaWAN modules
[bookmark: _Toc21521]2.LoRaWAN gateway
3.LoRaWAN operating platform
4.Integration of LoRaWAN platform and its own management platform
At least the first three parts are needed to form an independent LoRaWAN system. Due to the optimistic outlook for LoRaWAN in various countries around the world, more and more enterprises have joined the development of LoRaWAN devices. At the same time, more open-source architectures related to LoRaWAN are being developed. This greatly reduces the threshold and cost for people to use LoRaWAN.
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This preliminary document will provide a brief explanation of the deployment, implementation, and troubleshooting of the entire system. The purpose is to help everyone avoid unnecessary detours and deploy the LoRaWAN system more quickly and conveniently.The document will cover the installation and configuration of the gateway, the installation and configuration of the LoRaWAN platform, the integration of the LoRaWAN platform with its own management system, and provide a brief explanation of troubleshooting.
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1 Installation of the Gateway
	The installation of the LoRaWAN gateway is relatively simple. Here, we take the RHF2S024 gateway as an example. When you receive the gateway, there are several values that you need to pay attention to and record (Gateway ID, SN, frequency). The Gateway ID and frequency need to correspond with the LoRaWAN platform, while the SN is used by the manufacturer for tracking purposes. The following steps can be taken:
1: Pay attention to the gateway type and supported frequencies next to the gateway's QR code. According to the allocation by the LoRaWAN International Organization, the frequency in China is 470, and in Hong Kong it is 923. Also, remember to record the gateway ID, which is the gateway's MAC address.
2: The gateway normally has a power supply port, a network port, a USB socket, and a reset button. Simply connect the network cable and the power supply, and then power on the gateway.
3: How to identify the gateway's IP address after it is powered on (the private network's assigned address). Here are two methods:
3.1: If the gateway is connected to the internal network via a network cable, and your internal network is assigned by a router, you can check the currently online devices through the web interface of the router. The gateway will be labeled as "rising". You can also judge the gateway's assigned IP address based on the length of the login time.
3.2: If it is not assigned by a router, you can use a working computer. Set the IP address of the computer to be in the same network segment as the gateway, and then connect the computer to the gateway.
For 3.1 login, open the internally assigned IP address, which will redirect to an authentication page.
[image: ]
Using RHF2S024 as an example, regardless of the gateway model or interface, we should pay attention to the following when modifying the gateway:
1.For communication mode, select Packet forwarder. The update type can also be LoRaWAN server.
2.After entering packet forwarder, set ServerAddress: enter the address of the LoRaWAN platform in the internal network (the address with ChirpStack installed). Port is UDP 1700. Select the same frequency and channel settings as the gateway packaging for Globalconfig. (This part of the channel setting needs to be paired with the LoRaWAN device. If you are not familiar with this, you can negotiate with our device-side development technicians.) Then restart the gateway. Once these settings are configured, the gateway configuration is complete.
Aside from that, some gateways now have NS servers embedded in them. This involves pushing the NS server to the gateway and then using MQTT communication between the NS server and the LoRaWAN platform. This configuration must also be configured in the same way as the LoRaWAN platform. By doing so, it breaks the constraint that the gateway can only be deployed in a private network, and expands the deployment scope.
When installing overseas, check the local settings. For example, if in Hong Kong, choose 915 and then select AS923. Of course, personnel installing the gateway should also pay attention to this situation.
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[bookmark: _Toc17145]2 LoRaWAN Platform Installation
[bookmark: _Toc139029927][bookmark: _Toc139033008][bookmark: _Toc139032506][bookmark: _Toc139029759]For platform installation, we recommend using the open-source ChirpStack framework. For more details, please refer to https://www.chirpstack.io/. There is a detailed introduction below. In this version, we recommend V4.
Although the architecture of V3 and V4 is the same, we found that V4 is better integrated and configured more scientifically in the newly released version. The installation time is shorter, which can greatly save development costs and project implementation cycles.
Based on the problems we have discovered in our previous tests and customer installations, we highly recommend using the Docker version of ChirpStack, which has the following advantages:
Can be installed freely on Windows, Linux, and Mac
Requires fewer parameter settings
The link to download the compressed package of the ChirpStack installation version is: https://github.com/chirpstack/chirpstack-docker.
If you have not used the Docker version before, please familiarize yourself with installing Docker and Compose by referring to https://docs.docker.com/compose/.

1.Windows Installation
	(1) Go to this address https://docs.docker.com/compose/, find "Install Compose" and click to enter the installation interface. On the installation page, select the corresponding operating system under "Install" (the Home edition of the operating system is not suitable for Docker). First, install Docker and then proceed with the ChirpStack installation.
	(2) After installing Docker and downloading the ChirpStack V4 version, open cmd and go to the ChirpStack address. For example, if the downloaded ChirpStack version is unzipped to D:\Lora\chirpstack-docker\chirpstack-docker-master, then go to that directory using cmd. Note: when installing Docker, make sure to enable the options shown in the image below.
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(3) Before installation, there are two TOML files in the config folder of this version of ChirpStack Docker that need to be modified.
A) chirpstack-gateway-bridge.toml:
	The section to be modified is under the "integration.mqtt" heading. Copy and paste the following code (to be modified):
event_topic_template="eu868/gateway/{{.GatewayID}}/event/{{.EventType}}"
state_topic_template="eu868/gateway/{{.GatewayID}}/state/{{.StateType}}"
command_topic_template="eu868/gateway/{{.GatewayID}}/command/#"
	The example provided here is for the built-in "eu868" frequency band. Modify it according to the frequency band of the specific device, such as "cn470" for devices in China and "as923" for devices in Hong Kong.
B) chirpstack.toml:
	Under the "enabled_regions" section, only keep the corresponding frequency band used locally, and delete the others.
	For cn470 devices:
After this, run "docker-compose up" in the command line. The Docker version will be installed. This command should be executed in the downloaded folder path, not in the Docker installation directory.
(4) Enter the following command at this address: docker-compose up to start the installation. The first startup may take a long time.
[image: 6a36b6da4c370411ea0a7cccf876ced]
(5) To install Redis, you need to ensure that the version is at least Redis 5.0 or later.
(6) Assuming that the previous operations (including "I. Gateway Installation") have been completed, you can then enter http://localhost:8080 in the browser. Use the login credentials: username - admin, password - admin. Once logged in

[image: ]
if everything is normal, you should be able to see device-related data in the devicedata section. If there is no data, troubleshooting needs to be performed. Refer to section five for troubleshooting.

2.Installing other versions of ChirpStack on Linux.
To do this, you need to ensure that the system is Ubuntu 22.04 LTS or higher, or Debian 11 (bullseye), and that the following have been pre-installed:
sudo apt install \
mosquitto \
mosquitto-clients \
redis-server \
redis-tools \
postgresql
Then, install and configure PostgreSQL. For specific operations, please refer to https://www.chirpstack.io/docs/getting-started/debian-ubuntu.html
When operating PostgreSQL, you also need to set relevant fields in the table:
sudo -u postgres psql
-- create role for authentication
create role chirpstack with login password 'chirpstack';
-- create database
create database chirpstack with owner chirpstack;
-- change to chirpstack database
\c chirpstack
-- create pg_trgm extension
create extension pg_trgm;
-- exit psql
\q
Assuming that the above operations have been completed, you can enter http://localhost:8080 in the browser, and log in with the username "admin" and password "admin". You should be able to access it.
[image: ]
If everything is working properly, you should now be able to see data in the related devicedata of the device. If there is no data, you will need to troubleshoot the problem. Please refer to Section 5, Troubleshooting.
[bookmark: _Toc30522]3 Add Gateway
After setting up the LoRaWAN platform, we can proceed to adding gateways and devices. To add a gateway, select "gateways" on the left-hand side, and then click on the "add gateway" button.
[image: C:\Users\吴礼平\AppData\Local\Temp\WeChat Files\3a249bbba2a7b618afb4b75cc7d283e.png]
Name: Please give it a name according to your needs.
For the gateway ID, insert "FFFE" in the middle (after 6 digits) of the MAC address. This is the case for Rising gateways. After adding the gateway, if the configuration is correct, the region ID should be displayed as the corresponding region for the gateway. For example, for China, it would be "cn470".
[image: C:\Users\吴礼平\AppData\Local\Temp\WeChat Files\bc45cfaee34894a82b4de662b95e19f.png]
[bookmark: _Toc18238]4 Add device
	Before adding a device, it may be necessary to group the devices for better management. This grouping process is done within "Device Profiles."
The main focus here is on the activation method (OTAA or ABP). For a detailed understanding,please refer to https://www.chirpstack.io/docs/chirpstack/use/device-profiles.html.
For our normal operations, if it is OTAA, select the corresponding "Support OTAA" option. If it is ABP, disable this feature. Then save the changes. You can add multiple configurations like this.
After clicking, you will enter the following interface: (Highlighted changes are marked in red).
[bookmark: _Toc139033015][bookmark: _Toc139029767][bookmark: _Toc139029935][bookmark: _Toc139032513][image: C:\Users\吴礼平\Documents\WeChat Files\wxid_s1gszdbn0e4h21\FileStorage\Temp\1688105215989.jpg]
Then click  join(otaa/abp)
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If it is OTAA, leave it unchanged. If it is ABP, then disable it.
After completing this step, we can proceed to adding devices. We cannot directly see the device management on the interface, so we need to find "Applications."
Click on "Add application." This step does not have a significant impact on the entire process, so there is no need to add illustrations.
Once the application is added, a new application will appear in the list. Double-click on the newly added application, and then click on "Add Device" in the upper right corner to enter the following interface:
[image: ]
In this section, the "Name" is used for identification and can be named according to your own preferences. The "Description" is used for providing additional information. The "Device Eui" is a unique identifier for the entire system. The "Device Profile" is the one defined earlier.
After submitting the information, in the device list under the "Applications" section, click on the device. In the "Activation" section:
For OTAA, enter the "AppKey".
For ABP, enter the "Network Session Key" and "Application Session Key". 
1：Activation by Personalization ( OTAA-CLASSA)    
Default APPSKEY： 2B7E151628AED2A6ABF7158809CF4F3C
If you need special KEY, please contact with Oviphone
2：ABP
CAPPSKEY - EF6D6E2503F57AE2FA151CDA87455F18
CNWKSKEY - 2E8C8650B4041672BBB9A399F2DEB427

Then click on "Activate Device".
With this, a self-contained LoRaWAN system is completed. You can now view data in the "Device Data" or "LoRaWAN Frames" section on the device side.
There is one more aspect that needs to be addressed, which is the command downlink detection for devices. You can find this feature under the "Details" section of the device.
[image: ]
Here, for the downlink "fport," it is common to choose 7-10 for testing purposes. The instructions for downlink should be manually written based on the protocol provided (such as time synchronization, interval setting, notifications, etc.). Then, encode the instructions using a Base64 encoding tool. Paste the encoded instructions here for transmission. Select "Confirmed Downlink" as true and click the button in the lower right corner.
The instructions will be displayed in the list below. Remember the assigned number for future reference and tracking in the reported messages. You can also directly observe the effect of the downlink messages on the device side.
Tool link：https://the-x.cn/encodings/Base64.aspx
[image: C:\Users\吴礼平\Documents\WeChat Files\wxid_s1gszdbn0e4h21\FileStorage\Temp\1688114979883.png]5 Troubleshooting
Note: Do not install the operating system on a virtual machine.
1.No signal from the device: (presenting symptoms)
	There are many factors that can cause no signal from the device. Below are some diagnostic methods for the situation:
	a. The inconsistency between the gateway's frequency and channel selection and the device's frequency and channel selection.
	b. The communication between the gateway and the device did not correctly select the packet forward communication (generally defaults to 1700). It could also be another LoRaWAN server, but in this case, it is necessary to confirm that the port of the server is working.
	c. The gateway is located in a poor environment, where the measured noise floor is often below -120.
	d. Some modules need to receive timing calibration instructions before they can register on the network. This phenomenon existed in some early devices.
	e. The device did not receive the response instructions issued by the gateway in a timely manner.
	f. When adding a gateway, the region behind it is inconsistent with the device's preset region.
	This problem is caused by an incorrect configuration of the gateway-bridge.toml file during platform installation. For details, please refer to section 2.1 in the previous part.

2.The front-end communication of the device is normal, but after a restart or disconnection, it becomes abnormal:
This is due to the failure to disable frame-count when adding the device, resulting in inconsistent counting on both sides.
3.Issue with invalid mic:
	This can be seen in the LoRaWAN frames of the gateway's message, usually signalled by an error. The problem reflects two situations when adding devices:
	a. Unable to determine the device's reporting method (i.e., OTAA vs. ABP), causing confusion between appkey and appskey.
	b. Incorrect or mistyped key values provided by the device, such as nskey and appskey being entered incorrectly.

4.LoRaWAN platform interface has no data:
	Checking for component verification problems is the same as checking for no signal from the device. In other words, ensure that each link before this is normal.
	If you have verified the above components, you should be able to see the messages published to the MQTT broker. To do this, repeat the MQTT verification steps.
	If the ChirpStack gateway bridge does record that it is publishing events, but you cannot receive data from the MQTT broker, verify whether you have configured ACLs that prevent the ChirpStack gateway bridge from publishing events and/or prevent the MQTT client from receiving events. If you have verified (uplink) events published to the MQTT broker, you can verify that they are received by ChirpStack. When ChirpStack receives an uplink frame from your gateway via MQTT proxy, it will print something like this:
	gateway/mqtt: uplink frame received gateway_id=00800000a00016b6 uplink_id=be864b60-1392-47a1-98ef-8cd1115b6f05
	Without this, you need to confirm whether MQTT ACLs are configured and whether ChirpStack can access the configured MQTT Topic. Also, make sure that the regions are configured correctly.
[bookmark: _GoBack]In addition, you can check that there are multiple 1883 ports open, note if there are other application services. You can stop the extra service
[image: 9d5f89f28bcea44f79ce438249275e5]
	If the data is still not displayed correctly, check for other hardware issues.
	Depending on the gateway model, the command to retrieve the data packet forwarder logs may be different. Please refer to the installation of the ChirpStack Gateway Bridge Adapter for instructions specific to your model.

5.The LoRaWAN platform interface device data frame page prompts a WebSocket connection failure:
	This was discovered by one of our partners. One reason and solution: the ChirpStack official website shows that Redis 2.6 can be used normally, but errors were found in the background. After replacing it with Redis 7.0, the backend errors were resolved, the WebSocket connection failure was resolved, and the bracelet data was reported normally.

6.The device can only receive previous messages after a restart, but not after booting up again. What could be the reason?
	The reason for this is: 1. The signal of the device. 2. Whether the version of the device is prioritizing reporting or downlink, which directly relates to the type of communication the device supports, i.e., whether the device supports ClassA or ClassC. Please provide the device version and verify it with our technical support.

7.Some devices may send out several messages when powered on, and then stop sending. In this case, it is necessary to understand the product's application scenario.

[bookmark: _Toc460]6 The integration of LoRaWAN platform and management system
How LoRaWAN platforms and management platforms connect to data. The ChirpStack system integrates many processing methods.
	MQTT and HTTP are two widely used and widely applicable methods, mainly because their interface development is relatively simple.
MQTT: (recommended)
	Create an MQTT client. By subscribing to "application/#" using mosquitto_sub -t "application/#" -v, you can obtain the device-reported messages. Then parse and store the messages according to the protocol we provide.
	To send downlink commands, publish to "application/{APPLICATION_ID}/device/{dev_EUI}/command/down" using mosquitto_pub -t "application/{APPLICATION_ID}/device/{dev_EUI}/command/down".
	In previous versions, {APPLICATION_ID} was a numeric value, but in the new version, it is a string of 32 mixed characters and numbers.
{dev_EUI} refers to the device's EUI code.
	The structure of the downlink command is as follows:
{
"devEui": "0102030405060708",
"confirmed": true,
"fPort": 10,
"data": "…." // base64 encoded
}
HTTP:
	HTTP requests are provided through the POST method. You can set multiple URLs (comma-separated) to access according to your needs. If you run this example on the same host as ChirpStack, the endpoint for HTTP integration is http://localhost:8090.
	For more details, please refer to https://www.chirpstack.io/docs/chirpstack/integrations/http.html.
1
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