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[bookmark: <strong>1综述</strong>]

[bookmark: _Toc2781]1 Overview
This protocol is suitable for standard LoRaWAN protocol devices and currently supports the W300PL products. It uses a 32-bit data header for synchronization and terminal identification; employs a low-overhead checksum algorithm for integrity protection; and utilizes message identifiers to distinguish different messages.  
It needs to be parsed according to actual reports; this document is continually maintained. If any errors or omissions are found, please provide timely feedback. Thank you very much.


[bookmark: <strong>2 设备使用说明</strong>][bookmark: _Toc10079]2 Device Usage Instructions
[bookmark: <strong>2.1 设备功能与使用说明</strong>][bookmark: _Toc31775]2.1 Device Functions and Usage Instructions
General version: The default high-frequency general setting is AS923 (923.2-924.6), and the low-frequency general setting is CN470 (470.3-471.7) OTAA-CLASSA. If other frequency bands are required, requests can be made.
Network access related key:
OTAA:
Application key: 2B7E151628AED2A6ABF7158809CF4F3C
ABP:
Deviceaddress: The last eight digits of the watch DEVEUI
Applicationsession key: EF6D6E2503F57AE2FA151CDA87455F18
Networksession key:2E8C8650B4041672BBB9A399F2DEB427
(1) Power On
Before using for the first time, please charge it fully. The device will power on automatically when the charge reaches the required level, showing a charging icon during charging,a full charge is indicated by a green icon. 
Note: Do not check the device signal while it is charging. 
Manual power on: Press and hold the upper button for 10 seconds and then release; the interface will display the word “Welcome.” Note: The default wearing status at power on will trigger a fall alarm if no heart rate is detected.
(2) Power Off
Low battery shutdown: The screen will turn off after displaying "Byebye." 
Manual shutdown: Hold the button for more than 10 seconds, and the screen will display "Byebye" before turning off.
 Note: The device will not power off while charging.
(3) SOS Function
Activation method: After activation, the device will not enter sleep mode. Press and hold the lower button for 3 seconds; the interface will display "SOS SEND OK" / SOS sent successfully, and the SOS icon will appear. 
Cancellation method: In SOS mode, press and hold the lower button for 3 seconds; the interface will display "SEND CANCEL" / SOS canceled, and the SOS icon will disappear.
(4) Signal Status
No signal: The interface signal is represented by a horizontal line, indicating that the device report has failed or is not connected to the network (not within the LoRa gateway range). 

Signal present: The interface signal displays a stepped bar graph.
(5) Device Sleep
Trigger condition: The device remains inactive for 40 minutes, entering sleep mode and not reporting positioning health data.
(6) Vibration:
Received a text message from the downlink, turning on

[bookmark: <strong>2.2 设备默认上报逻辑</strong>][bookmark: _Toc31993]2.2 Default Reporting Logic of Equipment
The universal version: Reporting must be within the range of the Lora gateway; otherwise, the report will fail. The default interval for failure reporting is 5 minutes before rejoining the network.
(1) Positioning-related reporting
GPS/Bluetooth Beacon: Default reporting frequency is 10 minutes, default positioning priority: Bluetooth Beacon > GPS, with Bluetooth location as the priority. If location cannot be determined, switch to GPS positioning.
Note: GPS is difficult to locate indoors; please test in an open outdoor environment.
(2) Alarm-related Reporting
SOS Alarm (0 xB5): Triggered actively by the user, for triggering methods see the previous section
SOS Cancel (0 x02): Cancel triggered actively by the user, for triggering methods see the previous section
Shutdown Alarm (0 x21): Triggered when the device shuts down actively or due to low battery, for triggering methods see the previous section
Wear Removal Alarm (0 x02): The device judges whether it is being worn based on health sampling reporting frequency; if heart rate is detected, it reports a wear alarm; if no heart rate is detected, it reports a removal alarm
Prolonged Sitting Alarm (0 x02): Defaults to triggering reporting after 15 minutes of inactivity
Fall Alarm (0 x02): Triggered when the device free-falls from a certain height, satisfying the fall algorithm
Low Battery Alarm (0 x02): Triggered when the current battery level is less than or equal to 0
(3) Health-related Reporting
Step count, heart rate, body temperature & wrist temperature, blood pressure, blood oxygen (0 x32): Default reporting frequency is 10 minutes
(4) Equipment Information and Status Reporting
Charging Status (0 xC3): Start charging, end charging, report when fully charged
Battery Level Signal (0 xF9): Report once upon startup, and will also report during positioning and health checks
Software Version Number (0 xBB): Report once upon startup
(5) Downlink Feedback
Downlink Feedback (0xC0): Report to server after the device receives downlink instructions -- General firmware not yet available, will be supported later
Message Status Feedback (0x28): After downlink text message, the device can click accept or decline -- General firmware not yet available, will be supported later
(6) Time Synchronization Request Report
Time Synchronization Request (FF00FF): The device reports once every startup to request downlink instructions from the server to calibrate the time
Note: The device may report packed data, meaning a single data packet contains multiple complete messages; be careful not to miss any, as messages are complete and will not be interrupted in the next data packet
Eg: bdd6000119a9cf610445270387bf452708a1bc44279d18b74427e518b7f9bdf9010000006400002800000019a9cf61ca
This data packet contains messages for Bluetooth positioning (0xD6) and battery level signals (0xF9).
(0xD6) Bluetooth positioning: bdd6000119a9cf610445270387bf452708a1bc44279d18b74427e518b7f9
(0xF9) Battery level signal: bdf9010000006400002800000019a9cf61ca

[bookmark: <strong>2.3 设备下行说明</strong>][bookmark: _Toc17224]2.3 Device Downlink Description
General Version:
(1) Device positioning report frequency issued (0x17)
The default reporting frequency is 10 minutes, maximum 1 minute, minimum 1440 minutes. After receiving the downlink command, the device reports data according to the issued time period and frequency.
Outside the time period, reports will be made according to the default reporting frequency. For example: from 00:00 to 18:00, positioning report every 2 minutes,
then outside the time period, it will report according to the default frequency of 10 minutes.
(2) Text message issued (0x28)
Unicode encoding, up to 20 Chinese characters, with each Chinese character occupying 2 bytes and each English letter occupying 2 bytes
The previous low-frequency firmware version was: GB2312 encoding, with a maximum of 20 Chinese characters, where one Chinese character occupies 2 bytes and one English letter occupies 1 byte.
Message List - Up to 50 historical messages can be saved (Note: firmware without a message list can save a maximum of 20 messages)
(3) Device positioning priority assignment (0xCE01)
Default positioning priority: Bluetooth > GPS,
The positioning priority is as follows: gps > Bluetooth beacon, gps positioning is prioritized, switch when gps positioning is unavailable.
Bluetooth beacons, when positioning is successful, will not switch to the next positioning priority to generate positioning.
(4) Device health sampling frequency issuance (0x1C)
The default health sampling frequency is 10 minutes, with a maximum of 2 minutes. After receiving the downlink command, the device follows the issued instructions.
Data reporting by time period and frequency; no reporting outside the time period. For example: if location data is reported every 10 minutes from 00:00 to 18:00, then there will be no reporting outside this time period.
(5) Sitting timeout alarm trigger time delivered (0xCC)
Value range: 2 minutes - 60 minutes. Note that it only works when the sedentary alert switch is turned on.
For example: If the downward action has a trigger time of 10 minutes, the device will report a sedentary alert if it remains idle for 10 minutes.
(6) Device shutdown and restart command (0x77)
Note, this command must be effective when the device is powered on; it cannot receive commands when powered off.
Shutdown command: Send this command while the device is powered on, the device will shut down, and it cannot receive additional commands when powered off.
Restart command: Send this command while the device is powered on, and the device will restart.
(7) Fall sensitivity and height command (0xCE15)
Latest universal firmware default fall sensitivity: low (medium-low). Fall height: 1.5m.
Sensitivity: Refers to the degree that meets the fall detection algorithm, providing 5 setting levels (0 - 4): low - lower (medium-low) - medium - higher (medium-high) - high.
Height: Refers to the height required to trigger the fall alert, providing 5 setting levels (0 - 4): 0.5m - 1.0m - 1.5m - 2.0m - 2.5m.
(8) Sedentary Alarm Switch (0xCE08)
By default, the device does not report prolonged inactivity alerts. When enabled, the default trigger time is 15 minutes, meaning that if the user remains inactive for 15 minutes, a prolonged inactivity alert is triggered.
(9) Drop alarm switch (0xCE07)
By default, the drop alarm is off. When enabled, the device will report a drop alarm after triggering a drop.
(10) Weather warning issue (0xCB)
Multiple sets of weather warnings can be issued. Note that each set of weather warnings must be different, and the same type of warning cannot be repeated.
(11) LORA parameter issuing (0XCF)
Downlink instructions can set network access mode, message type, how many times to report failure before reaccessing the network, etc. -- see the downlink instruction section for specifics.
(12) Calibration time command downlink (0XFF)
When the device reports a time calibration request message, this command is immediately downlinked for watch time calibration.
[bookmark: <strong>3 协议数据包结构</strong>][bookmark: _Toc822]3 Protocol data packet structure
A basic protocol packet structure is shown in Figure 1:
[image: [1.png]
[bookmark: <strong>3.1 数据头</strong>][bookmark: _Toc653]3.1 Data Header
Each packet starts with a 1-byte Header (except for the request calibration time message: ff00ff):
Currently, the device uploads Header fixed to BD (except for the request calibration time message: ff00ff)
Header: 0xBD;
[bookmark: <strong>3.2 报文标示符(Message ID)</strong>][bookmark: _Toc8210]3.2 Message Identifier (Message ID)

The content represented by MessageId is detailed in Chapter 4.
[bookmark: <strong>3.3 有效负载(Payload)</strong>][bookmark: _Toc10768]3.3 Payload
The payload referred to here is the valid content of the protocol excluding the header and checksum. The length of the content follows.
The data format used in the payload is shown in the table below:
[U-unsigned; I-signed; X-bitfield; number - occupied byte size]
In the following protocol, all data types are used in little-endian format except for ch, u8, i8, and x8.
	Short
	peTypeType
	Size(Bytes)
	Min/max
	Resolution
	Description

	CH
	ASCII/ISO 8859.1
	1
	-
	-
	Character

	u8
	Unsigned Char
	1
	0-255
	1
	Unsigned Short Integer

	i8
	Signed Char
	1
	-128-127
	1
	Short Integer

	x8
	Bitfield
	1
	-
	-
	bit

	u16
	Unsigned Short
	2
	0-65,535
	1
	Unsigned Integer

	i16
	Unsigned Short
	2
	-32,768-32,767
	1
	Integer

	x16
	Bitfield
	2
	-
	-
	Bit (bit) 2

	u32
	Unsigned Long
	4
	0..4,294,967,295
	1
	Unsigned Long Integer

	i32
	Signed Long
	4
	-2,147,483,648-2,147,483,647
	1
	Long Integer

	u64
	Uint64_t
	8
	0-18,446,744,073,709,551,616
	1
	Unsigned 64-bit long integer

	float
	float
	4
	-3.4410e38-3.410e38
	-
	float type



[bookmark: <strong>3.5 校验和(Checksum)</strong>][bookmark: _Toc1247]3.5 Checksum
The contents included in the checksum are the payload, as shown in Figure 1. The algorithm is as follows; by default, general version devices do not require checksum, and this part can be ignored. Any one byte will suffice for the downlink command.
// Assuming content="BDE9000600010A00000A00", the result of sum.ToString("X2") is 07// Below is the method for calling in C# code.
private string CheckSum(string content)
{
int sum = 0;
var bytes = Utility.strToHexByte(content);
foreach (var b in bytes)
{
sum += b;
sum %= 0x100;
}
sum = 0xff - sum;
return sum.ToString("X2");
}

[bookmark: <strong>4 上报messages报文</strong>]

[bookmark: _Toc26828]4 Report messages
[bookmark: <strong>4.1 报警相关上报</strong>][bookmark: _Toc1004]4.1 Alarm-related reporting
[bookmark: <strong>4.1.1 报警数据上传-1(MSGID=0x02)</strong>][bookmark: _Toc12806]4.1.1 Alarm Data Upload-1 (MSGID=0x02)
	Header
	Message ID
	Payload
	Checksum

	Token: Fixed as 0xBD
	0x02
	See below for definition 见下方定义
	CK_sum


Payload contents
	Byte Offset
	Format
	Name
	Scale
	Unit
	Description

	2
	x16
	Upl_warn
	-
	-
	Alarm content see below 见下方定义

	4
	U32
	Timestamp
	-
	-
	Timestamp (additional transmission will append the timestamp)


Upl_warn contents
	bit (the position of 1 in binary)
	Name
	Description
	Raw message in little-endian hexadecimal
	Converted to big-endian hexadecimal
	Decimal

	14
	Drop alarm
	Drop alarm
	0040
	4000
	4*4096=16384

	8
	Device wear
	Device wear
	0001
	0100
	1*256=256

	7
	SOS cancel
	SOS cancel
	8000
	0080
	8*16=128

	5
	Sit idle alarm (inactive)
	Sit idle alarm (inactive)
	2000
	0020
	2*16=32

	4
	Remove (fall off) device
	Remove (fall off) device
	1000
	0010
	1*16=16

	2
	Power off
	Power off
	0400
	0004
	4

	0
	Low battery
	Low battery
	0100
	0001
	1


Example:
Wearing alarm: BD020001E377BD678A
BD:Header
02 :Message ID
0001: Upl_warn alarm content, converted to big-endian:0100--> Wearable alarm
E377BD67: Timestamp timestamp converted to big-endian67BD77E3 --> converted10decimal1740470243--> Timestamp is1740470243seconds-->
Convert to standard time format UTC time:2025-02-25 07:57:23--> Converted Beijing time:2025-02-25 15:57:23
8a: checksum

Fall alarm: BD021000E377BD678A
BD:Header
02 :Message ID
1000: Upl_warn alarm content, converted to big-endian0010--> Fall alarm
E377BD67: Timestamp timestamp converted to big-endian67BD77E3 --> converted10decimal1740470243--> Timestamp is1740470243seconds-->
Convert to standard time format UTC time:2025-02-25 07:57:23--> Converted Beijing time:2025-02-25 15:57:23
8a: checksum

SOS cancel: BD028000E377BD678A
BD:Header
02 :Message ID
8000: Upl_warn alarm content, converted to big-endian0080--> SOS cancel
E377BD67: Timestamp timestamp converted to big-endian67BD77E3 --> converted10decimal1740470243--> Timestamp is1740470243seconds-->
Convert to standard time format UTC time:2025-02-25 07:57:23--> Converted Beijing time:2025-02-25 15:57:23
8a: checksum

Drop alarm: BD020040E377BD678A
BD:Header
02 :Message ID
0040: Upl_warn alarm content, converted to big-endian4000--> Drop alarm
E377BD67: Timestamp timestamp converted to big-endian67BD77E3 --> converted10decimal1740470243--> Timestamp is1740470243seconds-->
Convert to standard time format UTC time:2025-02-25 07:57:23--> Converted Beijing time:2025-02-25 15:57:23
E7: checksum

Prolonged sitting alarm: BD022000E377BD678A
BD:Header
02 :Message ID
2000:Upl_warn alarm content, converted to big-endian0020--> Prolonged sitting alarm
E377BD67: Timestamp timestamp converted to big-endian67BD77E3 --> converted10decimal1740470243--> Timestamp is1740470243seconds-->
Convert to standard time format UTC time:2025-02-25 07:57:23--> Converted Beijing time:2025-02-25 15:57:23
8A: checksum

Low battery alarm: BD020200E377BD678A
BD:Header
02 :Message ID
0100:Upl_warn alarm content, converted to big-endian0001--> Low battery alarm
E377BD67: Timestamp timestamp converted to big-endian67BD77E3 --> converted10decimal1740470243--> Timestamp is1740470243seconds-->
Convert to standard time format UTC time:2025-02-25 07:57:23--> Converted Beijing time:2025-02-25 15:57:23
8A: checksum

Shutdown alarm: BD020400E377BD678A
BD:Header
02 :Message ID
0400:Upl_warn alarm content, converted to big-endian0004--> Shutdown alarm
E377BD67: Timestamp timestamp converted to big-endian67BD77E3 --> converted10decimal1740470243--> Timestamp is1740470243seconds-->
Convert to standard time format UTC time:2025-02-25 07:57:23--> Converted Beijing time:2025-02-25 15:57:23
8A: checksum
Note: This alarm is used for devices that do not distinguish between shutdown types; devices that do distinguish between shutdown types are covered in the next section.

[bookmark: <strong>4.1.2 报警数据上传-2(MSGID=0x21)(02的补充)</strong>][bookmark: _Toc27833]4.1.2 Alarm data upload-2 (MSGID=0x21) (Supplement to 02)
	Header
	Message ID
	Payload
	Checksum

	Token: Fixed as 0xBD
	0x21
	See below for definition 见下方定义
	CK_sum


Payload contents
	Byte Offset
	Format
	Name
	Scale
	Unit
	Description

	2
	U16
	Alarm type
	
	
	报警类型

	N
	
	Upl_warn
	-
	-
	Alarm content See below 见不同Alarm type类型定义

	4
	U32
	Timestamp
	
	
	Timestamp (additional transmission will append the timestamp)


Alarm type=1
Upl_warn contents
	bit (the position of 1 in binary)
	Name
	Description
	Raw message in little-endian hexadecimal
	Converted to big-endian hexadecimal
	Decimal

	2
	Charging Shutdown Alarm
	Device charges and shuts down automatically (firmware must support this function)
	04000000
	0004
	4

	1
	Low Battery Shutdown Alarm
	Device shuts down due to low battery (firmware must support this function)
	02000000
	0002
	2

	0
	Active Shutdown Alarm
	The device was manually shut down (firmware support required)
	01000000
	0001
	1


Example:
Shutdown alarm while charging: BD21010002000000E377BD6767
BD:Header
21:Message ID
0100:Alarm type, converted to big-endian 0001 --> Alarm type = 1
04000000:Upl_warn alarm content, converted to big-endian 0004 --> Shutdown alarm while charging
E377BD67:Timestamp, converted to big-endian 67BD77E3 --> converted to decimal 1740470243 --> Timestamp is 1740470243 seconds -->
Converted to standard time format UTC: 2025-02-25 07:57:23 --> Converted to Beijing time: 2025-02-25 15:57:23
67:checksum

Low battery shutdown alarm: BD21010002000000E377BD6767
BD:Header
21:Message ID
0100:Alarm type, converted to big-endian 0001 --> Alarm type = 1
Upl_warn alarm content, converted to big-end 0002 --> low power shutdown alarm
E377BD67:Timestamp, converted to big-endian 67BD77E3 --> converted to decimal 1740470243 --> Timestamp is 1740470243 seconds -->
Converted to standard time format UTC: 2025-02-25 07:57:23 --> Converted to Beijing time: 2025-02-25 15:57:23
67:checksum

Active Shutdown Alarm: BD21010001000000E377BD6767
BD:Header
21:Message ID
0100:Alarm type, converted to big-endian 0001 --> Alarm type = 1
01000000:Upl_warn alarm content, converted to big-end 0001 --> Active shutdown alarm
E377BD67:Timestamp, converted to big-endian 67BD77E3 --> converted to decimal 1740470243 --> Timestamp is 1740470243 seconds -->
Converted to standard time format UTC: 2025-02-25 07:57:23 --> Converted to Beijing time: 2025-02-25 15:57:23
67:checksum

Alarm type=5
Upl_warn contents
	Format
	Name
	Unit
	Description

	U16
	Type
	2
	Fixed to 0x05

	U32
	Timestamp
	4
	Timestamp

	U16
	Content Len
	2
	Alarm content length

	U8
	Health Warn Type1
	1
	Health threshold alarm types: 0x01 heart rate,  
0x02 systolic blood pressure (SBP),  
0x03 diastolic blood pressure (DBP),  
0x04 blood oxygen,  
0x05 temperature





	U8
	Type1
	1
	01 less than the set health threshold, 02 greater than the set health threshold

	I16
	Health Value1
	2
	Health result value

	U8
	Type2
	1
	01 less than the set health threshold, 02 greater than the set health threshold

	I16
	Health Value2
	2
	Health result value

	......
	......
	......
	......



Example:
The device has detected that the heart rate (65) is beyond the issued health threshold: BD210500E377BD6704000102410073
BD: Header
21: Message ID
0500: Alarm type  Convert to big-endian0005--> Alarm type=5
E377BD67: Timestamp  Convert to big-endian67BD77E3--> Convert to decimal 1740470243 --> Timestamp is 1740470243 seconds -->
Convert to standard time format UTC time:2025-02-25 07:57:23--> Convert to Beijing time: 2025-02-25 15:57:23
0400: Content Len  Alarm content length  Convert to big-endian0004--> Alarm content length is 4 bytes, Note: Length increases with multiple health threshold alarms
01: Health Warn Type  Health threshold alarm type 01--> Heart rate alarm
02: Type Greater than the set health threshold & less than the set health threshold  01--> Less than the set health threshold
4100: Health Value  Reported health value  Convert to big-endian0041--> Convert to decimal 65 --> Reported heart rate value is 65
73: checksum

[bookmark: <strong>4.1.3 SOS上传（MSGID=0XB5）</strong>][bookmark: _Toc25418]4.1.3 SOS Upload (MSGID=0XB5)
	Header
	Message ID
	Payload
	Checksum

	Token: Fixed as 0xBD
	0xB5
	See below for definition 见下方定义
	CK_sum


Payload contents
	Byte offset
	Format
	Name
	Description

	1
	U8
	Status
	Status: 1: SOS

	4
	Int32
	timestamp
	Timestamp, little endian (timestamp little Endian)


Example:
Hexadecimal raw message: BDB501E377BD6755
BD:Header
B5:Message ID
01: Status 01--SOS
E377BD67: Timestamp timestamp converted to big-endian 67BD77E3 --> converted to decimal 1740470243 --> timestamp is 1740470243 seconds -->
Converted to standard time format UTC: 2025-02-25 07:57:23 --> Converted to Beijing time: 2025-02-25 15:57:23
55: checksum
[bookmark: <strong>4.2 定位相关上报</strong>][bookmark: _Toc27270]4.2 Location-related Reporting
[bookmark: <strong>4.2.1 GPS/BDS位置上报：定位数据上报(MSGID=0x03)</strong>][bookmark: _Toc14133]4.2.1 GPS/BDS Location Reporting: Location data reporting (MSGID=0x03)
	Header
	Message ID
	Payload
	Checksum

	Token: Fixed as 0xBD
	0x03
	See below for definition 见下方定义
	CK_sum


Payload contents
	Byte offset
	Format
	Name
	Scale
	Unit
	Description

	8
	Double
	lon
	
	-
	longitude

	8
	Double
	lat
	
	　-
	latitude

	1
	U8
	north_south
	
	-
	/N or S/ Northern or Southern Latitude

	1
	U8
	east_west
	
	-
	/E or W/ East or West longitude

	1
	U8
	status
	
	-
	/A or V/ valid data or invalid data

	4
	U32
	Timestamp
	
	-
	Timestamp



Example:
Original 16 Hexadecimal Message: BD03963E870C3E675E40FF2110C2B6343F404E4541E377BD6799
            BD:Header
03: Message ID消息id
963E870C3E675E40: lon Longitude  Convert to Big-endian405E673E0C873E96--> Longitude:121.6131622  Note: Conversion analysis refers to the examples below
FF2110C2B6343F40: lat Latitude  Convert to Big-endian`403F34B6C21021FF--> Latitude:31.2059137  Note: Conversion analysis refers to the examples below
4E: north_south  4E--> Convert to ASCII Code N--> North Latitude
45: east_west 45--> Convert to ASCII Code E--> East Longitude
41: status Data Validity  41--> Convert to ASCII Code A--> Valid Data
E377BD67: Timestamp Convert to Big-endian67BD77E3--> Convert to10Base1740470243--> Timestamp is1740470243seconds-->
Convert to standard time format UTC time:2025-02-25 07:57:23--> Converted Beijing time:2025-02-25 15:57:23
78: checksum

Note: The parsed GPS coordinates are in the WGS-84 coordinate system; if the map uses Baidu or Gaode, the coordinate system needs to be converted
Parsing Satellite Positioning Message Java Code Example:
// Message: BD037d9f84ac81815c40e766926b1d8936404e4541749d695f0b//BD03 7d9f84ac81815c40 e766926b1d893640 4e 45 41 749d695f 0b
publicstaticvoidmain(String[] args){
//Message 7d9f84ac81815c40 actual value 405c8181ac849f7d
Double.longBitsToDouble(Long.parseLong("405c8181ac849f7d", 16)));   //114.02353966666665 //Message e766926b1d893640 actual value 4036891d6b9266e7
Double.longBitsToDouble(Long.parseLong("4036891d6b9266e7", 16))); //22.535605166666667
HexToStr(data.Substring("4e"));    //N
HexToStr(data.Substring("45"));    //E
HexToStr(data.Substring("41"));    //A   A indicates valid data, while V indicates invalid data and can be discarded //Message 749d695f actual value 5f699d74
Date date=new Date();
date.setTime(Long.parseLong("5f699d74", 16) * 1000);
SimpleDateFormat sdf = new SimpleDateFormat("yyyyMMddHHmmss");
System.out.println(sdf.format(date));  //2020-09-22 14:45:08
}

[bookmark: <strong>4.2.2 蓝牙定位信息(LBE Location)（MsgId=0xD6）</strong>][bookmark: _Toc113]4.2.2 Bluetooth Location Information (LBE Location) (MsgId=0xD6)
	Header
	Message ID
	Payload
	Checksum

	Token: Fixed as 0xBD
	0xD6
	See below for definition 见下方定义
	CK_sum


Payload contents
	Format
	Name
	Scale
	Description

	U8
	Type
	1
	Currently fixed at 0

	U8
	Total_groups
	1
	Total number of groups, which may contain multiple sets of information, each of which may have multiple iBeacons

	Int32
	Utc
	4
	Timestamp

	U8
	Total_PackCount
	1
	Total number of Bluetooth beacons at the current time

	U16
	Major0
	2
	Major (one of the Bluetooth beacon identification codes)

	U16
	Minor0
	2
	Minor (one of the Bluetooth beacon identification codes)

	S8
	Rssi0
	1
	Rssi (Bluetooth beacon signal strength)

	U16
	MajorN
	2
	Major (one of the Bluetooth beacon identification codes)

	U16
	MinorN
	2
	Minor (one of the Bluetooth beacon identification codes)

	S8
	RssiN]
	1
	Rssi (Bluetooth beacon signal strength)

	Int32
	Timestamp
	4
	Timestamp

	U8
	Total_PackCount
	1
	Total number of Bluetooth beacons at the current time

	U16
	Major0
	2
	Major (one of the Bluetooth beacon identification codes)

	U16
	Minor0
	2
	Minor (one of the Bluetooth beacon identification codes)

	S8
	Rssi0
	1
	Rssi (Bluetooth beacon signal strength)

	U16
	MajorN
	2
	Major (one of the Bluetooth beacon identification codes)

	U16
	MinorN
	2
	Minor (one of the Bluetooth beacon identification codes)

	S8
	RssiN]
	1
	Rssi (Bluetooth beacon signal strength)

	...
	...
	...
	...



Note: In the universal version, the total number of Bluetooth beacons is fixed at 1, and the maximum number of Bluetooth beacons is 4. They are sorted in descending order by signal strength. By default, the smartwatch only recognizes our own beacons. If you need to connect to other brands’ beacons, please consult the relevant personnel via WeChat.

Original hexadecimal message: BDD60001E377BD670443271794AC43273094AA4327B956A54327FE94A56A
BD: Header
D6: Message ID
00: type
01: There is only one set of iBeacon data
E377BD67: Timestamp timestamp converted to big-endian 67BD77E3 --> converted to decimal 1740470243 --> timestamp is 1740470243 seconds -->
Converted to standard time format UTC: 2025-02-25 07:57:23 --> Converted to Beijing time: 2025-02-25 15:57:23
04: The first set has 4 beacon information
4327: Convert to big-endian --> major: 0x2743 --> Convert to decimal 10051
1794: Convert to big-endian --> minor: 0x9417 --> Convert to decimal 37911
AC:  RSSI 0xAC --> Convert to decimal two's complement -84
4327: Convert to big-endian --> major: 0x2743 --> Convert to decimal 10051
3094: Convert to big-endian --> minor: 0x9430 --> Convert to decimal 37936
AA:  RSSI 0xAA --> Convert to decimal signed -86
4327:Convert to big-endian --> major: 0x2743 --> Convert to decimal 10051
b956:Convert to big-endian --> minor: 0x56b9 --> Convert to decimal 22201
A5:   RSSI 0xA5 --> Convert to decimal signed -91
4327: Convert to big-endian --> major: 0x2743 --> Convert to decimal 10051
FE94: Convert to big-endian --> minor: 0x94FE --> Convert to decimal 38142
A5: rssi: 0xA5 --> Convert to decimal signed -91
6a -- Checksum

Bluetooth beacon major and minor description: The default Bluetooth beacon shipped comes with a label.
For example: 00081005345866, the major of the Bluetooth beacon is 10053, the minor is 45866, and the manufacturer identifier is 0008 (which is useless and has no actual significance).
[bookmark: <strong>4.3 设备信息及状态上报</strong>][bookmark: _Toc21398]4.3 Device Information and Status Reporting
[bookmark: <strong>4.3.1 设备充电状态上传(MSGID=0xC3)</strong>][bookmark: _Toc22409]4.3.1 Device Charging Status Upload (MSGID=0xC3)
	Header
	Message ID
	Payload
	Checksum

	Token: Fixed as 0xBD
	0xC3
	See below for definition 见下方定义
	CK_sum


Payload contents
	Byte offset
	Format
	Name
	Scale
	Unit
	Description

	0
	U8
	Status
	/
	/
	0 start, 1 end, 2 fully charged

	1
	U32
	Timestamp
	/
	/
	Timestamp (additional transmission will append the timestamp)


Note: This message requires device firmware support, and the default latest universal version is supported.  
    Example:

Original hex message: BDC301E377BD678A
BD:Header
C3: Message ID
01: Device has finished charging
E377BD67: Timestamp timestamp converted to big-endian 67BD77E3 --> converted to decimal 1740470243 --> timestamp is 1740470243 seconds -->
Converted to standard time format UTC: 2025-02-25 07:57:23 --> Converted to Beijing time: 2025-02-25 15:57:23
8A: checksum
Original hex message: BDC300DB4D2F668A
BD:Header
C3: Message ID
00:The device has started charging
E377BD67: Timestamp timestamp converted to big-endian 67BD77E3 --> converted to decimal 1740470243 --> timestamp is 1740470243 seconds -->
Converted to standard time format UTC: 2025-02-25 07:57:23 --> Converted to Beijing time: 2025-02-25 15:57:23
8A: checksum
Original hexadecimal message:BDC302DB4D2F668A
BD:Header
C3: Message ID
02:The device is fully charged
E377BD67: Timestamp timestamp converted to big-endian 67BD77E3 --> converted to decimal 1740470243 --> timestamp is 1740470243 seconds -->
Converted to standard time format UTC: 2025-02-25 07:57:23 --> Converted to Beijing time: 2025-02-25 15:57:23
8A: checksum
[bookmark: <strong>4.3.2 设备状态(MSGID=0xE9)</strong>][bookmark: _Toc30137]4.3.2 Device Status (MSGID=0xE9)
	Header
	Message ID
	Payload
	Checksum

	Token: Fixed as 0xBD
	0xE9
	See below for definition 见下方定义
	CK_sum


Payload contents
	Byte offset
	Format
	Name
	Scale
	Unit
	Description

	1
	u8
	type
	
	/
	Default—00

	2
	u16
	length
	
	/
	Length of subsequent message

	1
	u8
	location
	
	/
	Reporting frequency for positioning: 00—Default unchanged, 01—Modified in the downlink (if there are multiple time periods for downlink, only report the frequency for the current time period)

	2
	u16
	frequency
	
	/
	Frequency, unit - minutes

	1
	u8
	health
	
	/
	Health reporting frequency: 00—- default unchanged, 01—- modified with downlink

	2
	u16
	frequency
	
	/
	Frequency: unit - minutes


Note: This message reports once at startup, and will report once again after the downlink modification frequency.
Example:
Raw hexadecimal message: BDE9000600010A00010A0033
BD:Header
E9 : Message ID
00 : type=00
0600 : length of the following message converted to big-endian --> 0006 --> converted to decimal 6, message length is 6 bytes
01: location 01 indicates that the downlink has modified the positioning reporting frequency.
[bookmark: _GoBack]0A00: frequency The location reporting frequency converts to big-endian -->000A--> converts to decimal 10, with a reporting frequency of 10 minutes.
01: health 01 indicates that the downlink has modified the health reporting frequency.
0A00: frequency The health reporting frequency converts to big-endian -->000A--> converts to decimal 10, with a reporting frequency of 10 minutes.
33: checksum.
If the device has no health reporting function or no positioning reporting function, the health reporting frequency and positioning reporting frequency will be consistent, indicating the reporting frequency of the device.
[bookmark: <strong>4.3.3 电量信号(MSGID=0xF9)</strong>][bookmark: _Toc30336]4.3.3 Battery Signal (MSGID=0xF9)
	Header
	Message ID
	Payload
	Checksum

	Token: Fixed as 0xBD
	0xF9
	See below for definition 见下方定义
	CK_sum


Payload contents
	Byte offset
	Format
	Name
	Scale
	Unit
	Description

	1
	U8
	Bat_type
	
	
	Battery type  
0: 4-level,  
1: 5-level,  
2: percentage,  
3: voltage value





	2
	u16
	Bat_volt
	
	-/-
	Battery value  
If Bat_type is 0: the battery value range is 0-3 (0 means 25%, 3 means 100%)  
If Bat_type is 1: the battery value range is 0-4 (0 means 20%, 4 means 100%)  
If Bat_type is 2: the battery value range is 0-100




	1
	U8
	Signal_type
	
	
	Signal type 0: percentage, 1: 5-level system, 2: CSQ value

	2
	I16
	Signal_strength
	
	
	Signal strength

	1
	U8
	Other_type
	
	
	Extended type  
0: Full-step counting  
1: Incremental counting  
2: Vibration




	4
	U32
	Num
	
	
	Extended value

	4
	U32
	Timestamp
	-/-
	-/-
	UTC timestamp (in seconds)



Example:
Original 16 Hex Message: BDF90104000050000095000000E377BD67AA
BD: Header
F9: Message ID
01: Bat_type Battery Type 01 --> 1 --> Level 5 Battery (0 - 4)
0400: Bat_volt Battery Value converted to Big Endian 0004 --> 4 --> Level 4 corresponds to 100% Battery
00: Signal_type Signal Type 00 --> 0 --> Percentage
5000: Signal_strength Signal Strength converted to Big Endian 0050 --> converted to Decimal 80 --> 80% Signal Strength
00: Other_type Extended Type 00 --> 0 --> Total Steps
95000000: Num Extended Value - Steps converted to Big Endian 00000095 --> converted to Decimal 149 --> Step Count is 149
E377BD67: Timestamp converted to Big Endian 67 BD77E3 --> converted to Decimal 1740470243 --> Timestamp is 1740470243 seconds
Convert to standard time format UTC time:2025-02-25 07:57:23--> Converted Beijing time:2025-02-25 15:57:23
AA:checksum

[bookmark: <strong> 4.3.4 固件版本号(MSGID=0xBB)</strong>][bookmark: _Toc5584]4.3.4 Firmware Version Number (MSGID=0xBB)
	Header
	Message ID
	Payload
	Checksum

	Token: Fixed as 0xBD
	0xBB
	See below for definition 见下方定义
	CK_sum


Payload contents
	Byte offset
	Format
	Name
	Unit Description

	1
	UINT8
	Version_len
	Software Version Length

	N
	ASCII[n]
	Version
	Software Version


Example:
BDBB1043323331304C2E3437302E41412E3031
BD:Header
BB:Message ID
10:Version_len converted to 10 decimal 16--> The software version number length is16 bytes
43323331304C2E3437302E41412E30:Convert to string --> C2310L.470.AA.01
31:checksum
[bookmark: <strong>4.4 健康相关上报</strong>][bookmark: _Toc30690]4.4 Health-related Reporting
[bookmark: <strong> 4.4.1 健康数据(MSGID=0x32)</strong>][bookmark: _Toc25301]4.4.1 Health Data (MSGID=0x32)
	Header
	Message ID
	Payload
	Checksum

	Token: Fixed as 0xBD
	0x32
	See below for definition 见下方定义
	CK_sum


Payload contents
	Byte offset
	Format
	Name
	Scale
	Unit
	Description

	1
	U8
	Type
	
	
	00

	4
	U32
	Timestamp
	
	
	Timestamp

	2
	U16
	contentLength
	
	
	Total length of the following content

	1
	U8
	ID
	
	
	Id(type + reported value length), ID type definitions are provided below

	N
	N*U8
	Val1
	
	
	Reported value of Id (changes in byte length based on reported value length)

	...
	...
	...
	...
	...
	...

	1
	U8
	ID
	
	
	Id(type + reported value length), ID type definitions are provided below

	N
	N*U8
	Val1
	
	
	Reported value of Id (changes in byte length based on reported value length)


ID type definitions (hexadecimal):
01 Step count 02 Heart rate 03 Body temperature 04 Wrist temperature 06 Diastolic pressure 07 Systolic pressure 08 Blood oxygen 09 HRV (special version support)
(05 Blood sugar 10 Number of sit-ups 11 Running pace and distance 12 Rope skipping speed and count) --- Reserved, no current support
Default universal version support: 01 Step count 02 Heart rate 03 Body temperature 04 Wrist temperature 06 Diastolic pressure 07 Systolic pressure 08 Blood oxygen
Example:
Raw 16 hexadecimal message: BD3200E377BD6711000A1E00114B314A39711A4A0122bc00416212
BD:Header
32:Message ID
00:type  type=00
E377BD67:Timestamp converted to big-endian67BD77E3-->converted to10base1740470243-->timestamp is1740470243seconds-->
Convert to standard time format UTC time:2025-02-25 07:57:23--> Converted Beijing time:2025-02-25 15:57:23
1100:Length of the following message converted to big-endian-->0011-->converted to decimal17, the length of the following message is17bytes
0A:ID  0x0A-->converted to binary00001010   The first five bits are00001-->converted to16base01, representing data ID step count (0x01),
The last three bits are010-->converted to decimal02, representing the length of the step count data as2bytes
1E00:Step count report value converted to big-endian-->001E-->converted to decimal30, total step count data is30steps
11:ID  0x11-->converted to binary00010001   The first five bits are00010-->converted to16base02, representing data ID heart rate (0x02),
The last three bits are001-->converted to decimal1, representing the length of the heart rate data as1byte
4B:Heart rate report value converted to decimal-->75, heart rate data is75
31:ID  0x31--> Convert to binary00110001   The first five bits are00110--> Convert to hexadecimal06, representing data ID diastolic pressure (0x06),
The last three digits are 001 --> converted to decimal 1, representing that the diastolic pressure data length is 1 byte
4A: Diastolic blood pressure reported value, converted to decimal --> 74, diastolic pressure data is 74
39:ID  0x3 --> converted to binary 00111001    The first five digits are 00111 --> converted to hexadecimal 07, representing data ID for systolic pressure (0x07),
The last three digits are 001 --> converted to decimal 1, representing that the systolic pressure data length is 1 byte
71: Systolic blood pressure reported value, converted to decimal --> 113, systolic pressure data is 113
1A: ID  0x1A --> converted to binary 00011010   The first five digits are 00011 --> converted to hexadecimal 03, representing data ID for body temperature (0x03),
The last three digits are 010 --> converted to decimal 2, representing that the body temperature data length is 2 bytes
4A01: Body temperature reported value, converted to big-endian --> 014 A --> converted to decimal 330 --> 330 * 0.1 --> body temperature data is 33 degrees Celsius
22:ID  0x22 --> converted to binary 00100010   The first five digits are 00100 --> converted to hexadecimal 04, representing data ID for wrist temperature (0x04),
The last three digits are 010 --> converted to decimal 2, representing that the wrist temperature data length is 2 bytes
BC00: Wrist temperature report value, converted to big endian--> 00 BC--> converted to decimal 188 --> 188 * 0.1 --> wrist temperature data is 18.8 degrees Celsius
41 :ID 0x41 --> converted to binary 01000001    The first five bits are 01000 --> converted to hexadecimal 08, code data ID for blood oxygen (0x08),
the last three bits 001 --> converted to decimal 1, representing the blood oxygen data length of 1 byte
62 : Blood oxygen report value, converted to decimal--> 98, blood oxygen data is 98
12 : checksum
[bookmark: <strong>4.5 下行反馈相关上报</strong>][bookmark: _Toc15093]4.5 Downlink feedback related reports
[bookmark: <strong>4.5.1 下行反馈(MSGID=0xC0)—通用固件暂无，后续会支持</strong>][bookmark: _Toc16991]4.5.1 Downlink feedback (MSGID=0xC0) — General firmware not available, will be supported in future
	Header
	Message ID
	Payload
	Checksum

	Token: Fixed as 0xBD
	0xC0
	See below for definition 见下方定义
	CK_sum


Payload contents
	Byte offset
	Format
	Name
	Scale
	Unit
	Description

	1
	U8
	length
	-/-
	
	Message ID length

	N
	n*U8
	Type
	-/-
	
	N Message IDs


Example:
This instruction is used for feedback on downlink commands, returning the Message ID of the downlink commands received earlier (multiple Message IDs can be returned collectively). Some downlink commands do not have C0 feedback.
Original hexadecimal message: BDC0011720
BD:Header
C0:Message ID
01:length Message ID length converted to decimal 01 --> Message ID length is 1 byte
17:Type indicates the device received the downlink command Message ID as 17
20:checksum
[bookmark: <strong>4.5.2 消息状态上报(MSGID=0x28)—通用固件暂无，后续会支持</strong>][bookmark: _Toc11441]4.5.2 Message status report (MSGID=0x28) — No general firmware available, will support it in the future
	Header
	Message ID
	Payload
	Checksum

	Token: Fixed as 0xBD
	0x28
	See below for definition 见下方定义
	CK_sum


Payload contents
	Bytes
	Format
	Name
	Scale
	Unit
	Description

	4
	U32
	timestamp
	-/-
	-/-
	Timestamp

	1
	U8
	Type
	-/-
	-/-
	Character encoding type (corresponding to downlink 0X28), GB2312 encoding: 0x03; Unicode encoding: 0x05

	1
	U8
	status
	-/-
	-/-
	Message Status - 0x01: Confirmed, 0x02: Rejected

	4
	U32
	seqID
	-/-
	-/-
	(Corresponding message ID seqID for downstream 0X28)


Example:
Note: The current general version does not distinguish character encoding types, fixed at 03; future versions will differentiate.
Original Hexadecimal Message: BD28FD3BA068030268A03BE477
BD:Header
28: Message ID
FD3BA068: timestamp 转为大端 68A03BFD --> 转十进制 --> timestamp is 1755331581 seconds -->
Convert to standard time format UTC: 2025-08-16 08:06:21 --> Convert to Beijing time: 2025-08-16 16:06:21
03: Type 03 -- fixed value
02: status message status 02 -- clicked reject button on the interface -- rejected
68A03BE4:the seqID of the downstream message is 68A03BE4
77:checksum
[bookmark: <strong>5 设置</strong>]

[bookmark: _Toc7231]5 Settings
[bookmark: <strong>5.1 下行</strong>][bookmark: _Toc29045]5.1 Downlink
[bookmark: <strong>5.1.1 设置定位上报频率（MSGID=0x17）</strong>][bookmark: _Toc14305]5.1.1 Set Position Reporting Frequency (MSGID=0x17)
	Header
	Message ID
	Payload
	Checksum

	Token: Fixed as 0xBD
	0x17
	See below for definition 见下方定义
	CK_sum


Payload contents
	Byte offset
	Format
	Name
	Scale
	Unit
	Description
	　

	1
	u8
	enable
	-/-
	-/-
	Whether to enable, 1 for enabled, 0 for not enabled
	Time Period 1

	2
	U16
	Interval
	
	
	Time interval (minutes)
	

	1
	u8
	time_start_h
	　
	　
	-hour
	

	1
	u8
	time_start_m
	　
	　
	-minute
	

	1
	u8
	time_end_h
	　
	　
	-hour
	

	1
	u8
	time_end_m
	　
	　
	-minute
	

	1
	u8
	enable
	-/-
	-/-
	Whether to enable, 1 for enabled, 0 for not enabled
	Time Period 2

	2
	U16
	Interval
	
	
	Time interval (minutes)
	

	1
	u8
	time_start_h
	　
	　
	-hour
	

	1
	u8
	time_start_m
	　
	　
	-minute
	

	1
	u8
	time_end_h
	　
	　
	-hour
	

	1
	u8
	time_end_m
	　
	　
	-minute
	

	1
	u8
	enable
	-/-
	-/-
	Whether to enable, 1 for enabled, 0 for not enabled
	Time Period 3

	2
	U16
	Interval
	
	
	Time interval (minutes)
	

	1
	u8
	time_start_h
	　
	　
	-hour
	

	1
	u8
	time_start_m
	　
	　
	-minute
	

	1
	u8
	time_end_h
	　
	　
	-hour
	

	1
	u8
	time_end_m
	　
	　
	-minute
	

	1
	u8
	enable
	-/-
	-/-
	Whether to enable, 1 for enabled, 0 for not enabled
	Time Period 4

	2
	U16
	Interval
	
	
	Time interval (minutes)
	

	1
	u8
	time_start_h
	　
	　
	-hour
	

	1
	u8
	time_start_m
	　
	　
	-minute
	

	1
	u8
	time_end_h
	　
	　
	-hour
	

	1
	u8
	time_end_m
	　
	　
	-minute
	


Note: One day's time is from 00:00 to 23:59
Example:

00:00-23:59(全日) 每隔10分钟上报一次定位数据: BD17010A000000173B00000000000000000000000000000000000000000097
BD:Header
1C: Message ID
01: enable status, convert to decimal01-->1-- enabled
0A00: Interval time, convert to Big Endian000A--> convert to decimal10--> interval time is10minutes
00: time_start_h start time - hours, convert to decimal00--> start time - hours is00
00: time_start_m start time - minutes, convert to decimal00--> start time - minutes is00
17: time_end_h end time - hours, convert to decimal23--> end time - hours is23
3B: time_end_m end time - minutes, convert to decimal59--> end time - minutes is59
00: enable status, convert to decimal00-->0-- not enabled
000000000000: all filled for not enabled status00
00: enable status, convert to decimal00-->0-- not enabled
000000000000: all filled for not enabled status00
00: enable status, convert to decimal00-->0-- not enabled
000000000000: all filled for not enabled status00
97: checksum
[bookmark: <strong>5.1.2 信息下发(Message Send)（MSGID=0X28）</strong>][bookmark: _Toc15714]5.1.2 Message Sending (MSGID=0X28)
	Header
	Message ID
	Payload
	Checksum

	Token: Fixed as 0xBD
	0x28
	See below for definition 见下方定义
	CK_sum


Payload contents
	Byte offset
	Format
	Name
	Description

	1
	U8
	type
	Message type; if it is a downlink text message, the Unicode encoding is 05, and the GB2312 encoding is 03.

	4
	Uint32
	seqID
	The ID of the message, which must be unique.

	1
	U8
	CONTENT LEN
	Content length

	N
	N
	CONTENT
	Content, Unicode encoding (little-endian, be careful with conversion; one Chinese character occupies 2 bytes, one letter occupies 2 bytes)  
GB2312 encoding (little-endian; one Chinese character occupies 2 bytes, one letter occupies 1 byte)



Note: The default latest universal version for Chinese character encoding is Unicode; previous low-frequency firmware versions used GB2312 encoding.  
The message ID must not be repeated, as devices cannot receive duplicate IDs.  
Example:


Unicode encoding  Text message: hello, world  BD28050300000016680065006C006C006F002C0077006F0072006C006400DD
BD:Header
Message ID
05: type message type Convert to decimal 05-->type=05
03000000: seqID information id  Information id is 03000000
16: CONTENT LEN content length Convert to decimal 22, content length is 22 bytes
680065006C006C006F002C0077006F0072006C006400:
Convert every 2 bytes to big-endian-->Convert to Unicode characters-->Combine final text message content:hello,world
DD:checksum
[bookmark: <strong>5.1.3 设置- 定位优先级设置（0XCE01）</strong>][bookmark: _Toc25022]5.1.3 Set - Setting location priority (0XCE01)
	Header
	Message ID
	Payload
	Checksum

	Token: Fixed as 0xBD
	0xCE
	See below for definition 见下方定义
	CK_sum


Payload contents
	Byte offset
	Format
	Name
	Scale
	Unit
	Description

	1
	u8
	Type
	-/-
	-/-
	Type=01

	1
	u8
	Valid
	-/-
	-/-
	Validity, 00 always valid, 01 effective this time

	2
	U16
	Len
	-/-
	-/-
	Length of the following instructions

	n
	n
	
	-/-
	-/-
	Body


Location priority settings definition -- see 2.3 Device downlink instructions -- Device location priority issuance (0xCE01)
Location priority settings body: Current general version supports: 01--GPS, 03--Bluetooth beacon (additional Bluetooth beacon deployment required);
Example:
GPS location priority (GPS > Bluetooth beacon): BDCE0100030001030033
BD:Header
CE: Message ID
01: Type 01 Location priority settings
Valid 00 has always been valid
0300 : Len converted to big-endian 0003 --> converted to decimal 03 --> body length is 3 bytes
010300 : Body: 01--GPS 03--Bluetooth beacon positioning priority is GPS > Bluetooth beacon
33: checksum.
Bluetooth positioning priority (Bluetooth beacon > GPS) : BDCE0100030003010033
BD:Header
CE: Message ID
01: Type 01 Location priority settings
Valid 00 has always been valid
0300 : Len converted to big-endian 0003 --> converted to decimal 03 --> body length is 3 bytes
030100 : Body: 03--Bluetooth beacon 01--GPS positioning priority is Bluetooth beacon > GPS
33: checksum.
Single GPS positioning : BDCE0100030001000033
BD:Header
CE: Message ID
01: Type 01 Location priority settings
Valid 00 has always been valid
0300 : Len converted to big-endian 0003 --> converted to decimal 03 --> body length is 3 bytes
030201 : Body: 01--GPS 00--No positioning 00--No positioning positioning priority is single GPS positioning
33: checksum.
Single Bluetooth beacon positioning : BDCE0100030003000033
BD:Header
CE: Message ID
01: Type 01 Location priority settings
Valid 00 has always been valid
0300 : Len converted to big-endian 0003 --> converted to decimal 03 --> body length is 3 bytes
020000 : Body: 03--Bluetooth beacon 00--No positioning 00--No positioning positioning priority is single Bluetooth beacon positioning
33: checksum.
[bookmark: <strong>5.1.4 设置- 健康采样上报频率设置（0X1C）</strong>][bookmark: _Toc22656]5.1.4 Set - Health sampling report frequency setting (0X1C)
	Header
	Message ID
	Payload
	Checksum

	Token: Fixed as 0xBD
	0x1C
	See below for definition 见下方定义
	CK_sum


Payload contents
	Byte offset
	Format
	Name
	Scale
	Unit
	Description
	　

	1
	u8
	enable
	-/-
	-/-
	Whether to enable, 1 for enabled, 0 for not enabled
	Time Period 1

	2
	U16
	Interval
	
	
	Time interval (minutes)
	

	1
	u8
	time_start_h
	　
	　
	-hour
	

	1
	u8
	time_start_m
	　
	　
	-minute
	

	1
	u8
	time_end_h
	　
	　
	-hour
	

	1
	u8
	time_end_m
	　
	　
	-minute
	

	1
	u8
	enable
	-/-
	-/-
	Whether to enable, 1 for enabled, 0 for not enabled
	Time Period 2

	2
	U16
	Interval
	
	
	Time interval (minutes)
	

	1
	u8
	time_start_h
	　
	　
	-hour
	

	1
	u8
	time_start_m
	　
	　
	-minute
	

	1
	u8
	time_end_h
	　
	　
	-hour
	

	1
	u8
	time_end_m
	　
	　
	-minute
	

	1
	u8
	enable
	-/-
	-/-
	Whether to enable, 1 for enabled, 0 for not enabled
	Time Period 3

	2
	U16
	Interval
	
	
	Time interval (minutes)
	

	1
	u8
	time_start_h
	　
	　
	-hour
	

	1
	u8
	time_start_m
	　
	　
	-minute
	

	1
	u8
	time_end_h
	　
	　
	-hour
	

	1
	u8
	time_end_m
	　
	　
	-minute
	

	1
	u8
	enable
	-/-
	-/-
	Whether to enable, 1 for enabled, 0 for not enabled
	Time Period 4

	2
	U16
	Interval
	
	
	Time interval (minutes)
	

	1
	u8
	time_start_h
	　
	　
	-hour
	

	1
	u8
	time_start_m
	　
	　
	-minute
	

	1
	u8
	time_end_h
	　
	　
	-hour
	

	1
	u8
	time_end_m
	　
	　
	-minute
	


Health sampling reporting frequency setting definition -- see 2.3 Device Downlink Description -- Device health sampling frequency issued (0x1D)
Note: After setting, report according to the time period; no reporting outside the time period
Example:
00:00 - 23:59 (24 hours) Report health data every 10 minutes: BD 1 C 010 A 000000173 B 00000000000000000000000000000000000000000097
BD:Header
1C: Message ID
01: enable status, convert to decimal01-->1-- enabled
0A00: Interval time, convert to Big Endian000A--> convert to decimal10--> interval time is10minutes
00: time_start_h start time - hours, convert to decimal00--> start time - hours is00
00: time_start_m start time - minutes, convert to decimal00--> start time - minutes is00
17: time_end_h end time - hours, convert to decimal23--> end time - hours is23
3B: time_end_m end time - minutes, convert to decimal59--> end time - minutes is59
00: enable status, convert to decimal00-->0-- not enabled
000000000000: all filled for not enabled status00
00: enable status, convert to decimal00-->0-- not enabled
000000000000: all filled for not enabled status00
00: enable status, convert to decimal00-->0-- not enabled
000000000000: all filled for not enabled status00
97: checksum
[bookmark: <strong>5.1.5 设置-开关设置（0XCE04-24）</strong>][bookmark: _Toc360]5.1.5 Settings - Switch Settings (0XCE04-24)
	Header
	Message ID
	Payload
	Checksum

	Token: Fixed as 0xBD
	0xCE
	See below for definition 见下方定义
	CK_sum


Payload contents
	Byte offset
	Format
	Name
	Scale
	Unit
	Description

	1
	u8
	Type
	-/-
	-/-
	Please refer to the instructions for specific types

	1
	u8
	switch
	-/-
	-/-
	Switch 00 on, 02 off, 01 single use

	2
	U16
	
	-/-
	-/-
	Fixed 0000


Device alarm setting - switch type: specific function description -- see 2.3 Device Downlink Description
07   Fall Alarm Switch   08   Stay Alarm Switch
Type=07 Drop Alarm Switch
Example:

00---On:  BDCE0700000093
BD:Header
CE: Message ID
07: Type 07 Drop Alarm Switch
02: switch 00 On
0000: Fixed value
93: checksum
02---Off:  BDCE0702000093
BD:Header
CE: Message ID
07: Type 07 Drop Alarm Switch
02: switch 02 Off
0000: Fixed value
93: checksum
Type=08 Stay Alarm Switch
Example:

00---Open:BDCE0800000093
BD:Header
CE: Message ID
08:Type 08 Stay Alarm Switch
02: switch 00 On
0000: Fixed value
93: checksum
02---Close:BDCE0802000093
BD:Header
CE: Message ID
08:Type 08 Stay Alarm Switch
02: switch 02 Off
0000: Fixed value
93: checksum
[bookmark: <strong>5.1.6 设置-跌落灵敏度设置（0xCE15）</strong>][bookmark: _Toc29977]5.1.6 Settings - Drop Sensitivity Setting (0xCE15)
	Header
	Message ID
	Payload
	Checksum

	Token: Fixed as 0xBD
	0xCE
	See below for definition 见下方定义
	CK_sum


Payload contents
	Byte offset
	Format
	Name
	Unit
	Description

	1
	U8
	Type
	1
	Type is 0x15

	1
	U8
	Valid
	1
	The default can be 0, no effect at present

	2
	U16
	Len
	2
	Content length of subsequent parameters

	1
	U8
	Param Type
	1
	Parameter Type: 0x00: Sensitivity, 0x01: Height

	1
	U8
	Param Level
	1
	Parameter Levels: 5 Levels (0 - 4)


Drop Sensitivity Settings - Parameter Description:
Sensitivity: Refers to the extent that triggers the drop algorithm, providing 5 settings levels (0 - 4): Low - Lower (Medium Low) - Medium - Higher (Medium High) - High.
Height: Refers to the height that triggers the drop alarm, providing 5 settings levels (0 - 4): 0.5m - 1.0m - 1.5m - 2.0m - 2.5m.
If the height is set to “1.5m,” the device needs to be at least ≥ 1.5m to possibly trigger the drop alarm.
Note that sensitivity and height cannot be combined in a single message.
Example:
Set sensitivity to “Medium Low”: BDCE150002000001FF
BD:Header
CE: Message ID
15:Type Drop Sensitivity Setting
00:Fixed Value
0200:Len
00:Param Type Sensitivity Setting
01:Param Level Sensitivity Level 1-->Low (Medium-Low)
FF:checksum
Set height to “1.5m”: BDCE150002000102FF
BD:Header
CE: Message ID
15:Type Drop Sensitivity Setting
00:Fixed Value
0200:Len
01:Param Type Height Setting
02:Param Level Height Level 2-->1.5m
FF:checksum
[bookmark: <strong>5.1.7 下发久坐停留报警触发时间（MSGID=0XCC）</strong>][bookmark: _Toc19703]5.1.7 Issue Sedentary Stay Alarm Trigger Time (MSGID=0XCC)
	Header
	Message ID
	Payload
	Checksum

	Token: Fixed as 0xBD
	0xCC
	See below for definition 见下方定义
	CK_sum


Payload contents
	Byte offset
	Format
	Name
	Scale
	Unit
	Description

	1
	U8
	minute
	-/-
	-/-
	Stay alarm trigger duration (unit: minutes; range 2 — 60), remaining inactive for this duration will trigger the stay alarm


Example:
No activity for 5 consecutive minutes. The watch reports a stay alarm (when the watch is worn): BDCC05DD
BD:Header
CC:Message ID
05: minute stay alarm trigger duration converted to decimal 05-->5 minutes
DD:checksum
[bookmark: <strong>5.1.8 关机重启(0x77)</strong>][bookmark: _Toc29173]5.1.8 Power off restart (0x77)
	Header
	Message ID
	Payload
	Checksum

	Token: Fixed as 0xBD
	0x77
	See below for definition 见下方定义
	CK_sum


Payload contents
	Byte offset
	Format
	Name
	Scale
	Unit
	Description

	1
	u8
	Type
	-/-
	　
	01—Power off, 00—Restart


Note: Power off and restart are both received in the powered-on state. Power off: Command received during powered-on state, the watch powers off and cannot receive any commands after that; Restart: Command received during powered-on state, the watch restarts.
Example:
Power off: BD770193
BD:Header
77: Message ID
01:Type 01--Shutdown
93: checksum
Restart:BD770093
BD:Header
77: Message ID
01:Type 00--Restart
93: checksum
[bookmark: <strong>5.1.9 天气预警（0XCB）</strong>][bookmark: _Toc27875]5.1.9 Weather Warning (0XCB)
	Header
	Message ID
	Payload
	Checksum

	Token: Fixed as 0xBD
	0xCB
	See below for definition 见下方定义
	CK_sum


Payload contents
	Byte offset
	Format
	Name
	Scale
	Unit
	Description

	0
	U8
	Count
	-/-
	-/-
	Number of Weather Warnings

	1
	U8
	Type
	-/-
	-/-
	Weather warning type, refer to below for details

	1
	U8
	Status
	-/-
	-/-
	Status, refer to below for details

	…
	…
	……
	
	
	…


Weather Type - Status Table:
	Type
	Description
	Status
	Notes - Clickable images for enlarged view

	1
	Storm Warning
	0
	Cancel Alarm

	
	
	1 - 8
	[image: IMG_257]

	2
	Heavy Rain Warning
	0
	Cancel Alarm

	
	
	1
	[image: IMG_258]

	
	
	2
	[image: IMG_259]

	
	
	3
	[image: IMG_260]

	3
	Thunderstorm Warning
	0
	Cancel Alarm

	
	
	1
	[image: IMG_261]

	4
	Flood Warning
	0
	Cancel Alarm

	
	
	1
	[image: IMG_262]

	5
	Debris Flow Warning
	0
	Cancel Alarm

	
	
	1
	[image: IMG_263]

	6
	Strong Monsoon Warning
	0
	Cancel Alarm

	
	
	1
	[image: IMG_264]

	7
	Frost Warning
	0
	Cancel Alarm

	
	
	1
	[image: IMG_265]

	8
	Fire Danger Warning
	0
	Cancel Alarm

	
	
	1
	[image: IMG_266]

	
	
	2
	[image: IMG_267]

	9
	Temperature Warning
	0
	Cancel Alarm

	
	
	1
	[image: IMG_268]

	
	
	2
	[image: IMG_269]

	10
	Tsunami Warning
	0
	Cancel Alarm

	
	
	1
	[image: IMG_270]

	11
	Heat Index
	0
	Cancel Alarm

	
	
	1
	[image: IMG_271]

	
	
	2
	[image: IMG_272]

	
	
	3
	[image: IMG_273]


Note: After issuance, the device will vibrate to display the weather warning images. Multiple sets of weather warnings can be issued simultaneously, and each set must be different. The same type of warning cannot appear in one command, otherwise it will be invalid. 
 Example:

10 Sets of Weather Warnings Issued: BD CB 0 A 0101 0201 0301 0401 0501 0601 0701 0801 0901 0 A 01 F 5
BD:Header
CB: Message ID
0A: Count of Weather Groups in Decimal 10 --> Issuing 10 Sets of Weather Warnings
0101: Type&Status Weather Type - Status 01 -- Storm Warning 01 -- Signal 1 Alert
0201:Type&Status Weather Type-Status 02--Heavy Rain Warning 01--Yellow Heavy Rain Warning Signal
0301:Type&Status Weather Type-Status 03--Thunderstorm Warning 01--Thunderstorm Alert
0401:Type&Status Weather Type-Status 04--Flooding Warning 01--Northern New Territories Flooding Special Report
0501:Type&Status Weather Type-Status 05--Landslide Warning 01--Landslide Alert
0601:Type&Status Weather Type-Status 06--Strong Monsoon Warning 01--Severe Monsoon Signal
0701:Type&Status Weather Type-Status 07--Frost Warning 01--Frost Signal
0801:Type&Status Weather Type-Status 08--Fire Danger Warning 01--Yellow Fire Danger Alert
0901:Type&Status Weather Type-Status 09--Temperature Warning 01--Cold Weather Alert
0A01:Type&Status Weather Type-Status 10--Tsunami Warning 01--Tsunami Alert
F5:checksum
[bookmark: <strong>5.1.10 LORA参数设置(0xCF)</strong>][bookmark: _Toc12116]5.1.10 LORA Parameter Settings (0xCF)
	Header
	Message ID
	Payload
	Checksum

	Token: Fixed as 0xBD
	0xCF
	See below for definition 见下方定义
	CK_sum


Payload contents
	Byte size
	Format
	Name
	Scale
	Unit
	Description

	1
	U8
	count
	-/-
	-/-
	How many sets of parameters are issued

	1
	U8
	type
	-/-
	-/-
	Parameter type

	1
	U8
	content len
	-/-
	
	Content length

	N
	U8
	content
	-/-
	-/-
	Parameter content

	1
	U8
	type
	-/-
	-/-
	Parameter type

	1
	U8
	content len
	-/-
	
	Content length

	N
	U8
	content
	-/-
	-/-
	Parameter content


type: Parameter type:
type=01 Operating mode (After this parameter is set, the device will automatically restart)
	Byte size
	Format
	Name
	Scale
	Unit
	Description

	1
	U8
	Len
	
	
	Length fixed at 1

	1
	U8
	Work mode
	-/-
	-/-
	00 – Class A, 01 – Class C


type = 02 Join mode (This parameter setting will cause the device to restart automatically)
	Byte size
	Format
	Name
	Scale
	Unit
	Description

	1
	U8
	Len
	
	
	Length fixed at 1

	1
	U8
	join mode
	-/-
	-/-
	00 – OTAA, 01 – ABP


type = 03 Report mode (This parameter setting will cause the device to restart automatically)
	Byte size
	Format
	Name
	Scale
	Unit
	Description

	1
	U8
	Len
	
	
	Length fixed at 1

	1
	U8
	report mode
	-/-
	-/-
	00 – confirm (requires ack response), 01 – unconfirm (does not require ack response)


type = 04 Frequency band switching (only for high-frequency modules) (This parameter setting will cause the device to restart automatically)
	Byte size
	Format
	Name
	Scale
	Unit
	Description

	1
	U8
	Len
	
	
	Length fixed at 1

	1
	U8
	cband
	-/-
	-/-
	00 — Default Frequency Band  
01 — EU868  
02 — US915  
03 — AU915  
04 — AS923_1  
05 — AS923_2  
06 — KR920  
07 — IN865









In the reporting mode of type = 05 confirm, not every message will obtain an ACK; an interval time (in seconds) can be set.
	Byte size
	Format
	Name
	Scale
	Unit
	Description

	1
	U8
	Len
	
	
	Length is fixed at 4

	1
	U32
	Min_interval
	-/-
	-/-
	Interval time (seconds) 00— Each message must obtain ACK,  
1~18000 – Interval time between two messages obtaining ACK during regular reporting



type = 06 In OTAA network mode, the consecutive reporting failure count
	Byte size
	Format
	Name
	Scale
	Unit
	Description

	1
	U8
	Len
	
	
	Length fixed at 1

	1
	U8
	Failure count
	-/-
	-/-
	In OTAA network mode, the network process will restart only after a specified number of continuous reporting failures (range 0-20)


type = 07 Fixed rate After this command is set, the default ADR is disabled (the device will automatically restart after this parameter is set)
	Byte size
	Format
	Name
	Scale
	Unit
	Description

	1
	U8
	Len
	
	
	Length fixed at 1

	1
	U8
	cdata_rate
	-/-
	-/-
	00 — SF12,
01 — SF11,
02 — SF10,
03 — SF9,
04 — SF8,
05 — SF7







type = 08 ADR Enable (After this parameter is set, the device will automatically restart)
	Byte size
	Format
	Name
	Scale
	Unit
	Description

	1
	U8
	Len
	
	
	Length fixed at 1

	1
	U8
	adr switch
	
	
	01 — ADR Enable, 00 — ADR Disable


type = 09 Set Frequency Group (Channel) (After this parameter is set, the device will automatically restart)
	Byte size
	Format
	Name
	Scale
	Unit
	Description

	1
	U8
	Len
	
	
	Length fixed at 1

	1
	U8
	channel
	
	
	00: Channel 0 ~ 7, 8: Channel 8 ~ 15, 16: Channel 16 ~ 23,… Note: 0xFF: Restore default frequency group


Type = 10 In OTAA mode, restart module wait interval (in minutes) — rejoining time
	Byte size
	Format
	Name
	Scale
	Unit
	Description

	1
	U8
	Len
	
	
	Length fixed at 1

	1
	U8
	Minutes
	
	
	Interval minutes for restarting the module: 0 ~ 120


Example:
A total of 3 sets of parameters are sent: class A mode, ABP joining, unconfirmed reporting, ADR disabled
Note: After modifying the downlink, promptly adjust the lora ns configuration and match the parameters to enable normal communication
BDCF04010100020101030101080100dd
BD:Header
CF:Message ID
04: 04--indicates that there are 4 types of parameters being sent
01: type type=01 operating mode
01: Len parameter length 01 converted to decimal is 01, length is 1
00:  00--class A mode
02: type type=02 network entry mode
01: Len parameter length 01 converted to decimal is 01, length is 1
01  01--ABP network entry mode
03: type type=03 reporting mode
01: Len parameter length 01 converted to decimal is 01, length is 1
01 : 01--unconfirm reporting
08: type type=08 ADR Enable
01: Len parameter length 01 converted to decimal is 01, length is 1
00: 00--ADR Not Enabled
DD:checksum
Send 1 group Every 20 minutes, one transaction requires an ACK response message: BDCF010504B0040000DD
BD:Header
CF:Message ID
01: 01--Indicates that 1 type of parameter is sent
05: type type=05 In confirm reporting mode, not every message gets an ACK; set interval time
04: Len  Parameter length  04 converted to decimal 04, length is 4 bytes
B0040000:Min_interval converted to big-endian 000004B0-->1200 seconds
DD:checksum
[bookmark: <strong>5.2服务器时间同步信息</strong>][bookmark: _Toc15236]5.2 Server Time Synchronization Information
[bookmark: <strong>5.2.1 设备上报请求时间校准数据</strong>][bookmark: _Toc5337]5.2.1 Device Reporting Request Time Calibration Data
Note: This message is reported by the smartwatch
After the device is powered on, the watch will automatically send a request for time synchronization. It needs to receive a synchronization command and respond with a synchronized time data frame for device time synchronization.  
If the device had downlink calibration before power off, then after restarting, the device interface will display the time from before it was powered off, and the device will report FF00FF to request time calibration again.

	Byte offset
	Format
	Name
	Description

	1
	U8
	HEADER
	Fill: 0xFF

	1
	U8
	SeqId
	Fill: 0x00

	1
	U8
	End
	Fill: 0xFF


Example:
FF00FF    // The server must respond immediately after receiving, without delay
[bookmark: <strong>5.2.2 时间校准请求数据回复</strong>][bookmark: _Toc26074]5.2.2 Time Calibration Request Data Reply
	Byte offset
	Format
	Name
	Description

	1
	U8
	HEADER
	Fill: 0xFF

	1
	U8
	SeqId
	Fill: 0x10

	2
	U16
	years
	Year data

	1
	U8
	month
	Month data

	1
	U8
	Day
	Day, data

	1
	U8
	time
	Clock, data

	1
	U8
	Minute
	Minute, data

	1
	U8
	Seconds
	Seconds, data

	1
	U8
	End
	Fill: 0xFF


Example:
After the server receives FF00FF, it replies with a downlink command to calibrate the time. Note: The example is for the year 2020 and only serves as a structural analysis example. The current year must be sent for it to be parsed. Otherwise, it will not be parsed. FF1007E409020B1B28FF
FF : Header
10 : Seqid
07E4: Year (2020)
09 : Month, (09)
02 : Day, (02)
0B : Hour, (11)
1B : Minitus, (27)
28 : Second, (40)
FF : End
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