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[bookmark: _Toc4457]1 Overview
This agreement is suitable for WiFi devices, supporting the W300PW product. It uses a 32-bit data header for synchronization and terminal identification; employs a low-overhead checksum algorithm for validation protection; and utilizes message identifiers to distinguish different messages.
The parsing should be based on the actual report, and the document is currently under continuous maintenance. If any errors or omissions are found, please provide feedback in a timely manner. Thank you very much.
The protocol content concerns TCP report data, and for Bluetooth broadcast data protocols, please consult the relevant liaison personnel.
[bookmark: <strong>2 设备使用说明</strong>][bookmark: _Toc1927]2 Equipment Operating Instructions
[bookmark: <strong>2.1 设备功能与使用说明</strong>][bookmark: _Toc19055]2.1 Device Functions and User Instructions
Universal Version:
(1) Power on:
Before using for the first time, please fully charge the device. It will automatically power on once the battery reaches the necessary charge for operation, and the charging status will be indicated by the charging icon.
Fully charged is indicated by a green icon. Note: Do not check device signal while charging.
Manual power on: Long press the top button for 10 seconds and release, the interface will display "Welcome".
Note: The power-on default is wearing status, and no heart rate detected will trigger a fall alert.
(2) Shut down:
Power off: The screen turns off after displaying "Byebye".
Manual shutdown: Press and hold the button for more than 10 seconds. The screen turns off after displaying "Byebye".
Shutdown via command: When powered on, send the shutdown command. The screen turns off after displaying "Byebye". Note: Charging while powered on will not initiate a shutdown.
(3) SOS function:
Trigger method: After triggering, the device will not enter sleep mode. Press and hold the button for 3 seconds. The screen displays "SOS SEND OK" / "SOS sent successfully", and the SOS icon appears.
Cancellation method: In SOS mode, press and hold the button for 3 seconds. The screen displays "SEND CANCEL" / "SOS cancelled", and the SOS icon disappears.
(4) Signal status:
No wifi connection: The signal on the screen is shown as a horizontal line.
Signal available: The signal on the screen is represented as a stepped bar graph.
(5) Device sleep:
Trigger condition: The device is inactive for 40 minutes, enters sleep mode, does not report positioning health data, and only reports F9 heartbeat packets to maintain a long connection. In wearing status, the device reports positioning and health data; in detached status, the device does not report.
(6) Device parameters: Settings - Parameter interface: There are multiple pages, which can be switched by scrolling down the screen
sos (Yes): Yes: Indicates that the device can trigger sos through the button
sos (No): Indicates that sos cannot be triggered through the button
Data reporting (Yes): Indicates that data will be reported currently
Allow work sleep (Yes):
Yes: Indicates that the device has turned on the sleep function, No: Indicates that the device has turned off the sleep function
Note: The sleep function means that the device does not report data in a detached state, and if the device is stationary for 40 minutes, it will not report data
Health (10 min): Indicates that the device has turned on the health reporting function,
10 min: Indicates that the current health data reporting frequency is 10 minutes,
Health (No): Indicates that the device health reporting function has been turned off
Location (B, 10): Indicates that the device has enabled the location reporting function,
B: Indicates that the priority of the location is single Bluetooth location,
10: Indicates that the current location reporting frequency is 10 minutes,
Location (No): Indicates that the device has disabled the location reporting function.
Drop (Low, 1.5 m): Indicates that the device has enabled the drop alarm trigger function,
Low: Indicates that the sensitivity for the drop alarm trigger is low,
1.5m: Indicates that the height for the drop alarm trigger is 1.5m,
Drop (No): Indicates that the device has disabled the drop alarm trigger function.
Prolonged Sitting (15 min): Indicates that the device has enabled the prolonged sitting alert trigger function,
15 min: Indicates that the time to trigger the prolonged sitting alert is 15 minutes of inactivity,
Sedentary (No): Indicates that the device has turned off the sedentary alert trigger function
Health Broadcast (Yes):
Yes: Indicates that the device has turned on Bluetooth broadcasting health data,
No: Indicates that the device has turned off Bluetooth broadcasting health data
Sleep reporting time: (21:00 - 08:00), indicating that the sleep reporting time is from 9 PM to 8 AM the next day
Global vibration duration (1.500s): The current device vibration duration is 1.5 seconds
Health alarm threshold: For example, heart rate threshold (90, 100) BPM, indicating that the normal heart rate range is 90-100,
Any value outside the normal range will report a health abnormal alarm, heart rate threshold (No): Indicates that the heart rate threshold is turned off
Network long connection (Yes):
Yes: Indicates that the current device TCP connection mode is long connection (maintains a connection state continuously, can receive downstream instructions in real time)
(8) Vibration:
Received a downstream text message, health threshold alarm (the interface has text reminders and vibrates)
The vibration duration can be controlled downstream (see section 2.3)

[bookmark: <strong>2.2 设备默认上报逻辑</strong>][bookmark: _Toc10012]2.2 Device default reporting logic
Universal Version:
(1) Connection related reporting
F0 request: The device is a long link. Under normal connection and network conditions, it will report once upon startup -- a reply is needed to connect to the server
F9: Heartbeat package report, default report once every 4 minutes (previous firmware), also reports a message when location and health are reported -- a reply is needed to maintain a long connection
(2) Location related reporting
Satellite (GPS/BDS)/Wi-Fi/Bluetooth beacon: default reporting frequency 10 minutes (wearing status), default location priority: single Wi-Fi location
(3) Alarm related reporting
SOS alarm (0x02): User-initiated, triggering method see previous section
SOS Cancel (0 x02): The user actively triggers the cancellation; see the previous section for the triggering method.
Shutdown Alarm (0 x21): The device initiates a shutdown or shuts down due to low battery; the triggering method is detailed in the previous section.
Wear Disconnection Alarm (0 x02): The device determines wearing status based on health sampling reporting frequency. If heart rate is detected, it reports a wearing alarm; if no heart rate is detected, it reports a disconnection alarm.
Prolonged Sitting Alarm (0 x02): Default trigger for being stationary for 15 minutes (wearing status).
Fall Alarm (0 x02): The device falls freely from a certain height, triggering the fall algorithm.
Low Battery Alarm (0 x02): Triggered when the current battery level is less than or equal to 0.
Abnormal Temperature Alarm (0 x16): Reports an abnormal value when the device detects a temperature exceeding 40 degrees Celsius (the value has no reference significance).
Health Threshold Alarm (0 x2105): Default is no alarm; when the health data goes outside the threshold range after the downward health threshold, an alert is reported.
Note: When the health threshold alarm is reported, the device vibrates, and the screen displays the abnormal value.
(4) Health-Related Reporting
Step count, heart rate, body temperature & wrist temperature, blood pressure, blood oxygen (0 x32): Default reporting frequency is 10 minutes (wearing status).
Sleep (0 xC5): Statistical time period 21: 00-08: 00, during which sleep data will be reported based on the status.
(5) Device Information and Status Reporting
Status Parameter (0 xA9): One report during the power-on.
Device Status (0 xE9): One report during power-on, with another report when there is a change in reporting frequency.
Charging Status (0 xC3): Report when charging starts, ends, and when fully charged.
(6) Downstream Feedback
Downstream Feedback (0xC0): Report when the device receives a downstream command from the server.
Message Status Feedback (0x28): After receiving a downstream text message, the device clicks to accept or reject.
Note: The device reporting may involve encapsulation reporting, meaning one data packet contains multiple complete messages. Ensure nothing is overlooked; messages are complete and will not be interrupted in the next data packet.
Eg: BDBDBDBDD6000119A9CF610445270387BF452708A1BC44279D18B74427E518B7F9BDBDBDBDF9010000006400002800000019A9CF61CA
This data packet contains messages for Bluetooth positioning (0xD6) and battery signal (0xF9).
(0xD6) Bluetooth positioning: BDBDBDBDD6000119A9CF610445270387BF452708A1BC44279D18B74427E518B7F9
(0xF9) Battery signal: BDBDBDBDF9010000006400002800000019A9CF61CA

[bookmark: <strong>2.3 设备下行说明</strong>][bookmark: _Toc8532]2.3 Device Downlink Description
General version: Downlink commands need to be continuously downlinked twice within 20 milliseconds to ensure success.
(1) Device positioning reporting frequency command (0x17):
Default reporting frequency: 10 minutes (wearing status); single Bluetooth positioning, maximum 1 minute, minimum 1440 minutes. After receiving the downlink command, the device will report data according to the time period and frequency specified by the command.
Data will not be reported outside the time period. For example: 00:00-18:00, 2-minute positioning report means no reporting outside this time period.
(2) Text message downlink command (0x28):
Unicode encoding, up to 40 Chinese characters; one Chinese character occupies 2 bytes, and one English letter occupies 2 bytes.
Message list - up to 50 historical messages can be saved (Note: Firmware without a message list can save up to 20 messages).
(3) Device positioning priority distribution (0xCE01):
Default positioning priority: When connected to wifi, indoor positioning cannot access satellites (GPS/BDS)
(4) Device health sampling frequency issuance (0x1C): — Note that it is different from W200P
The default health sampling frequency is 10 minutes (when worn), with a maximum of 2 minutes. After the device receives the downlink command, it follows the issued instructions.
Data reporting for time periods and frequency will not be reported outside of the specified period. For example: 00:00-18:00, if there is a 10-minute positioning report, then there will be no reporting outside of this time period.
(5) Modify the IP and port command issuance (0xC3):
The default general version points to the Smart Cloud Platform: 118.178.184.219:8825. If you need to change it, please consult the relevant liaison personnel or visit the official website.
(6) Sedentary Alert Trigger Time Issuance (0xCC):
Value range: 2 minutes - 60 minutes. For example, if the following is a 10-minute trigger time, the device will trigger a sedentary stay alert if it remains motionless for 10 minutes.
(7) Device shutdown and restart command (0x77):
Note that this instruction will only take effect when the device is powered on; it cannot receive signals when turned off.
Device Shutdown Command: Executing this command while the device is powered on will turn it off, and it will not be able to receive subsequent commands after shutdown.
Reboot Command: Executing this command while the device is powered on will restart the device.
(8) Drop Sensitivity and Height Settings (0xCE15):
Latest universal firmware default drop sensitivity: low (medium-low). Drop height: 1.5m
Sensitivity: Refers to the degree of compliance with the drop algorithm, providing 5 setting levels (0 - 4): Low - Medium-Low - Medium - Medium-High - High.
Height: Refers to the height that triggers the drop alarm, providing 5 setting levels (0 - 4): 0.5m - 1.0m - 1.5m - 2.0m - 2.5m.
(9) Remote OTA Command (0xA9):
Remote updates consume data and are affected by network conditions. The device's SIM card has a monthly limit of 30MB, so it cannot be updated too many times,
otherwise it may result in insufficient data situation. This functionality requires hardware support for remote updates; older devices do not support this.
(10) Key Shutdown Switch Command Issued (0xCE16):
The default device can be powered off by pressing a key. After the shutdown, the device cannot be powered off by pressing a key.
(11) Control device to trigger sleep switch issue (0xCE18):
By default, it is in the on state; the device enters sleep mode after 40 minutes of inactivity. After shutdown, the device does not enter sleep mode.
(12) Drop alarm switch (0xCE07):
Default drop alarm is in the on state; after being turned off, the device does not report drop alarms.
(13) Key-triggered SOS activation switch (0xCE19)
By default, it is in the on state. Long pressing the charging cable button can trigger SOS. After being turned off, long pressing the charging cable button will not trigger SOS reporting.
(14) Device health and location reporting switch (0xCE20)
Default health reporting is in the on state, default location reporting is in the on state.
You can separately set the status of location/health to on or off; after being turned off, the device does not report health/location.
(15) Health Threshold Setting (0xCE0300)
The health threshold is issued, and the downlink command is sent. After the device receives it, the issued health threshold is within the normal range. Health data outside this range will trigger an alarm.
(16) Device vibration setting (0xCE23)
After the downlink command is received by the device, the duration of device vibration changes to the commanded duration, ranging from 0 to 60 seconds.
(17) Immediate location reporting (0xCE0A)
After the downlink command is received by the device, it immediately starts locating and reports the position.
(18) Immediate health reporting (0xCE0B)
After the downlink command is received by the device, it immediately starts health sampling and reports the data.
(19) Sleep statistics time period issued (0x1D)
Different time periods can be issued, for example: 13:00-14:00, during which the sleep statistics will be compiled and reported.
(20) Personal information issued (0xCA)
Default: no personal information, can upload Chinese name, English name, blood type, contact phone number, GB2312 encoding,
Maximum byte count: Name 40 bytes, English name 40 bytes, Phone 40 bytes, Blood type 10 bytes
(21) Sedentary Alert Switch (0xCE08)
Default is on, trigger time is 15 minutes; after disabling, the device will not report sedentary alerts
(22) Weather Alert Dispatch (0xCB)
Multiple groups of weather alerts can be issued; note that each group must be different and cannot have the same type of alert
(23) Restore Factory Settings (0x7B):
After issuance, the device will revert to the default reporting status
[bookmark: <strong>3 协议数据包结构</strong>][bookmark: _Toc16541]3 Protocol Data Packet Structure
A basic protocol data packet structure is shown in Figure 1:
[image: IMG_256]
[bookmark: <strong>3.1 数据头</strong>][bookmark: _Toc15587]3.1 Data Header
Each data packet starts with a 4-byte Header or token (in some response messages, timestamp is used instead):
Currently, the token uploaded by Eufo devices is fixed at BDBDBDBD
Header: 0xBD 0xBD 0xBD 0xBD;
Timestamp: 32 bits, generated by the server
[bookmark: <strong>3.2 报文标示符(Message ID)</strong>][bookmark: _Toc28132]3.2 Message Identifier (Message ID)

The content represented by MessageId is detailed in Chapter 4.
Every time a TCP connection is established, the device side first reports the 0xF0 message, which contains the device's unique identifier IMEI.
The server needs to record this IMEI as identification and reply with the 0xF1 message; only then will the device side consider this connection successful, otherwise it will disconnect.
Under normal communication, the long connection defaults to reporting a 0xF9 heartbeat packet every 4 minutes, and the 0xF9 heartbeat packet will be reported once after the health position is reported.
In a short connection, the 0xF9 heartbeat packet is reported once on startup, and once again after the health position is reported; the reporting of the two does not affect each other.
Note that after the server receives the F9 message, it must issue a command in response; otherwise, the connection will be disconnected.
[bookmark: <strong>3.3 Token生成机制</strong>][bookmark: _Toc3290]3.3 Token Generation Mechanism
Currently fixed as BDBDBDBD
[bookmark: <strong>3.4 有效负载(Payload)</strong>][bookmark: _Toc28601]3.4 Payload
Here, the payload refers to the valid body content in the protocol, excluding the head token and the checksum. The following indicates the length of the body.
The data format used in the payload is shown in the table below:
[U-unsigned; I-signed; X-bitfield; Number-bytes occupied]
In the following protocol, all data formats except for ch, u8, i8, and x8 use little-endian format.
	Short
	peTypeType
	Size(Bytes)
	Min/max
	Resolution
	Explanation

	CH
	ASCII/ISO 8859.1
	1
	-
	-
	Character

	u8
	Unsigned Char
	1
	0-255
	1
	Unsigned Short Integer

	i8
	Signed Char
	1
	-128-127
	1
	Short

	x8
	Bitfield
	1
	-
	-
	Bit

	u16
	Unsigned Short
	2
	0-65,535
	1
	Unsigned Integer

	i16
	Unsigned Short
	2
	-32,768-32,767
	1
	Integer

	x16
	Bitfield
	2
	-
	-
	Bit (bit) 2

	u32
	Unsigned Long
	4
	0..4,294,967,295
	1
	Unsigned Long

	i32
	Signed Long
	4
	-2,147,483,648-2,147,483,647
	1
	Long integer

	u64
	Uint64_t
	8
	0-18,446,744,073,709,551,616
	1
	Unsigned 64-bit long integer

	float
	float
	4
	-3.4410e38-3.410e38
	-
	Floating point



[bookmark: <strong>3.5 校验和(Checksum)</strong>][bookmark: _Toc18116]3.5 Checksum
The checksum and the added content include the payload, as shown in Figure 1. The algorithm is as follows. By default, general version devices do not strictly require a checksum, and this part can be ignored; when sending downward commands, any one byte will suffice.
// Assuming content="BDBDBDBDE9000600010A00000A00", the result of sum.ToString("X2") is 07// Below is the C# method for calling CheckSum(string content)
{
int sum = 0;
var bytes = Utility.strToHexByte(content);
foreach (var b in bytes)
{
sum += b;
sum %= 0x100;
}
sum =     0xff     - sum;
return     sum.ToString(     "X2"     );
}

[bookmark: <strong>4 上报messages报文</strong>]

[bookmark: _Toc17887]4 Reporting messages
[bookmark: <strong>4.1 连接相关上报</strong>][bookmark: _Toc29262]4.1 Connection-related reports
[bookmark: <strong>4.1.1 LNK-LIN (MSGID=0xF0)请求连接（TCP专用）</strong>][bookmark: _Toc3186]4.1.1 LNK-LIN (MSGID=0xF0) connection request (TCP only)
	Header
	Message ID
	Payload
	Checksum

	Token: Fixed to 0xBD 0xBD 0xBD 0xBD
	0xF0
	See below见下方定义
	CK_sum


Payload contents
	Byte Offset
	Format
	Name
	Scale
	Unit
	Drscription

	8
	u64
	IMEI
	1
	-
	IMEI number (little-endian mode)

	2
	x16
	version
	
	-
	Bitfield see below


The device's F0 request message must have a server downlink 0XF1 message (specific format see next section) response; otherwise, login will fail.

Example:
Raw 16 hexadecimal message: BDBDBDBDF09B51731BC61603000000C2
BDBDBDBD: 4 bytes message header Header
F0: Message ID (message id) 9 B51731BC6160300: IMEI number (little-endian mode), converted to big-endian: 000316 C61B73519B,
Corresponding decimal for IMEI: 869465050010011, 0000: version
C2: checksum
Connection-related Q&A:
When TCP creates a new connection each time, it will first report the F0 request, which carries the IMEI. The server then records this IMEI,
and all data within this connection will correspond to this IMEI.
Note: If F0 is not received or there is an exception in F0 communication, you can use a third-party network testing tool to verify whether the server communication is normal.

[bookmark: <strong>4.1.2 连接回复(MSGID=0xF1)（TCP专用）-重要</strong>][bookmark: _Toc18849]4.1.2 Connection Response (MSGID=0xF1) (TCP only) - Important
	Header
	Message ID
	Payload
	Checksum

	Timestamp (unix) timestamp
	0xF1
	See below for definition
	CK_sum


Payload contents
	Byte Offset
	Format
	Name
	Scale
	Unit
	Drscription

	4
	u32
	Token
	1
	-
	Token: Fixed as BDBDBDBD


Note that the message sequence is different from the normal reporting message; this message is sent by the server and is not reported content from the device. The server reply needs to be sent back on the current channel.

Example:
Raw hexadecimal message: 07FD8860F1BDBDBDBD2E
07FD8860 (little-endian), Timestamp (unix) timestamp (unit: seconds), converted to big-endian 6088FD07, converted to decimal: 1619590407
Converted to standard time format UTC time: 2021-04-28 06:13:27
F1: Message ID (message id):
BDBDBDBD: Token
2E: checksum
The timestamp in decimal converted to standard time format is obtained by adding 1619590407 seconds to 1970-01-01 00:00:00.
The device uses the timestamp (unit: seconds) in this message to synchronize time.
Note: In Java, the unit is generally milliseconds, be sure to convert to unit: seconds.
Note: The total number of bytes in the server's downlink reply is 10 bytes, for example: 0xBD--1 byte; if the device receives 20 bytes, a connection will not be established.

[bookmark: <strong>4.1.3 新心跳包协议(MSGID=0xF9)-重要</strong>][bookmark: _Toc29042]4.1.3 New Heartbeat Packet Protocol (MSGID=0xF9) - Important
	Header
	Message ID
	Payload
	Checksum

	Token: Fixed to 0xBD 0xBD 0xBD 0xBD
	0xF9
	See below for definition
	CK_sum


Payload contents
	Byte offset
	Format
	Name
	Scale
	Unit
	Description

	1
	U8
	Bat_type
	
	
	Battery type
0: 4-level,
1: 5-level,
2: Percentage,
3: Voltage value





	2
	u16
	Bat_volt
	
	-/-
	Battery value
If Bat_type is 0: then the battery value range is 0-3 (0 is 25%, 3 is 100%)
If Bat_type is 1: then the battery value range is 0-4 (0 is 20%, 4 is 100%)
If Bat_type is 2: then the battery value range is 0-100




	1
	U8
	Signal_type
	
	
	Signal type 0: Percentage, 1: 5-level system, 2: CSQ value

	2
	I16
	Signal_strength
	
	
	Signal strength

	1
	U8
	Other_type
	
	
	Extended type
0: Full step counting
1: Incremental step counting
2: Vibration




	4
	U32
	Num
	
	
	Extended value

	4
	U32
	Timestamp
	-/-
	-/-
	UTC timestamp (in seconds)


Note: The F9 heartbeat packet must receive a server downlink reply. The device only considers the server link to be active after receiving the server's downlink reply; otherwise, it will resend the F0 request to connect.

Example:
Raw hexadecimal message: BDBDBDBDF90104000050000095000000E377BD67AA
BDBDBDBD: Header
F9: Message ID (message ID) 01: Bat_type battery type 01 --> 1 --> Level 5 (0-4) 0400: Bat_volt battery value converted to big-endian 0004 --> 4 --> Level 4 corresponds to 100% battery 00: Signal_type signal type 00 --> 0 --> Percentage 5000: Signal_strength signal strength converted to big-endian 0050 --> converted to decimal 80 --> 80% signal strength 00: Other_type extended type 00 --> 0 --> Total step count 95000000: Num extended value - step count converted to big-endian 00000095 --> converted to decimal 149 --> step count is 149
E377BD67: Timestamp converted to big-endian 67 BD77E3 --> converted to decimal 1740470243 --> timestamp is 1740470243 seconds -->
Converted to standard time format UTC: 2025-02-25 07:57:23 --> Converted to Beijing time: 2025-02-25 15:57:23
AA: checksum

Note: The server can respond to the F9 heartbeat packet with a fixed reply message: Fixed reply example BDBDBDBDF301  Byte count: 6

[bookmark: <strong>4.2 报警相关上报</strong>][bookmark: _Toc5458]4.2 Alarm-related reporting
[bookmark: <strong>4.2.1 报警数据上传-1(MSGID=0x02)</strong>][bookmark: _Toc27502]4.2.1 Alarm Data Upload-1 (MSGID=0x02)
	Header
	Message ID
	Payload
	Checksum

	Token: Fixed to 0xBD 0xBD 0xBD 0xBD
	0x02
	See below for definition
	CK_sum


Payload contents
	Byte Offset
	Format
	Name
	Scale
	Unit
	Drscription

	2
	x16
	Upl_warn
	-
	-
	Alarm content see below 定义

	4
	U32
	Timestamp
	-
	-
	Timestamp (will be added at the end when re-uploaded)


Upl_warn contents
	bit (corresponds to the position of 1 in binary)
	Name
	Description
	Original message in little-endian hexadecimal
	Converted to big-endian hexadecimal
	Decimal

	14
	Drop Alarm
	Drop Alarm
	0040
	4000
	4*4096=16384

	8
	Device Wearing
	Device Wearing
	0001
	0100
	1*256=256

	7
	SOS Cancel
	SOS Cancel
	8000
	0080
	8*16=128

	5
	Long Sitting Alarm (Inactive)
	Long Sitting Alarm (Inactive)
	2000
	0020
	2*16=32

	4
	Remove (Fall Off) Device
	Remove (Fall Off) Device
	1000
	0010
	1*16=16

	2
	Power off
	Power off
	0400
	0004
	4

	1
	SOS alarm
	SOS alarm
	0200
	0002
	2

	0
	Low battery
	Low battery
	0100
	0001
	1


Example:
Wear alarm: BDBDBDBD020001E377BD678A
BDBDBDB: Header
02: Message ID (消息id)
0001: Upl_warn alarm content, converted to big-endian: 0100 --> Wear alarm
E377BD67: Timestamp time stamp converted to big-endian 67 BD77E3 --> converted to decimal 1740470243 --> Timestamp is 1740470243 seconds -->
Converted to standard time format UTC: 2025-02-25 07:57:23 --> Converted to Beijing time: 2025-02-25 15:57:23
8a: checksum

Detachment alarm: BDBDBDBD021000E377BD678A
BDBDBDB: Header
02: Message ID (消息id)
1000 : Upl_warn alarm content, converted to big-end 0010 --> disconnection alarm
E377BD67: Timestamp time stamp converted to big-endian 67 BD77E3 --> converted to decimal 1740470243 --> Timestamp is 1740470243 seconds -->
Converted to standard time format UTC: 2025-02-25 07:57:23 --> Converted to Beijing time: 2025-02-25 15:57:23
8a: checksum

SOS Alarm: BDBDBDBD020200E377BD678A
BDBDBDB: Header
02: Message ID (消息id)
0200:Upl_warn alarm content, converted to big-endian0002-->SOS Alarm
E377BD67: Timestamp time stamp converted to big-endian 67 BD77E3 --> converted to decimal 1740470243 --> Timestamp is 1740470243 seconds -->
Converted to standard time format UTC: 2025-02-25 07:57:23 --> Converted to Beijing time: 2025-02-25 15:57:23
8a: checksum

SOS Cancel: BDBDBDBD028000E377BD678A
BDBDBDB: Header
02: Message ID (消息id)
8000:Upl_warn alarm content, converted to big-endian0080-->SOS Cancel
E377BD67: Timestamp time stamp converted to big-endian 67 BD77E3 --> converted to decimal 1740470243 --> Timestamp is 1740470243 seconds -->
Converted to standard time format UTC: 2025-02-25 07:57:23 --> Converted to Beijing time: 2025-02-25 15:57:23
8a: checksum

Fall Alarm: BDBDBDBD020040E377BD678A
BDBDBDB: Header
02: Message ID (消息id)
0040:Upl_warn alarm content, converted to big-endian4000-->Fall Alarm
E377BD67: Timestamp time stamp converted to big-endian 67 BD77E3 --> converted to decimal 1740470243 --> Timestamp is 1740470243 seconds -->
Converted to standard time format UTC: 2025-02-25 07:57:23 --> Converted to Beijing time: 2025-02-25 15:57:23
E7: checksum verification

Sitting Too Long Alarm: BDBDBDBD022000E377BD678A
BDBDBDB: Header
02: Message ID (消息id)
2000:Upl_warn alarm content, converted to big-endian0020-->Sitting Too Long Alarm
E377BD67: Timestamp time stamp converted to big-endian 67 BD77E3 --> converted to decimal 1740470243 --> Timestamp is 1740470243 seconds -->
Converted to standard time format UTC: 2025-02-25 07:57:23 --> Converted to Beijing time: 2025-02-25 15:57:23
8A: checksum verification

Low battery alarm: BDBDBDBD020100E377BD678A
BDBDBDB: Header
02: Message ID (消息id)
0100:Upl_warn alarm content, converted to big-endian0001-->Low battery alarm
E377BD67: Timestamp time stamp converted to big-endian 67 BD77E3 --> converted to decimal 1740470243 --> Timestamp is 1740470243 seconds -->
Converted to standard time format UTC: 2025-02-25 07:57:23 --> Converted to Beijing time: 2025-02-25 15:57:23
8A: checksum verification

Shutdown alarm: BDBDBDBD020400E377BD678A
BDBDBDB: Header
02: Message ID (消息id)
0400:Upl_warn alarm content, converted to big-endian0004-->Shutdown alarm
E377BD67: Timestamp time stamp converted to big-endian 67 BD77E3 --> converted to decimal 1740470243 --> Timestamp is 1740470243 seconds -->
Converted to standard time format UTC: 2025-02-25 07:57:23 --> Converted to Beijing time: 2025-02-25 15:57:23
8A: checksum verification
Note: This alarm is used for devices that do not differentiate shutdown types; devices that differentiate shutdown types are mentioned in the next section

[bookmark: <strong>4.2.2 报警数据上传-2(MSGID=0x21)(02的补充)</strong>][bookmark: _Toc10451]4.2.2 Alarm data upload-2(MSGID=0x21)(Supplement to 02)
	Header
	Message ID
	Payload
	Checksum

	Token: Fixed to 0xBD 0xBD 0xBD 0xBD
	0x21
	See below for definition
	CK_sum


Payload contents
	Byte Offset
	Format
	Name
	Scale
	Unit
	Drscription

	2
	U16
	Alarm type
	
	
	Alarm type

	N
	
	Upl_warn
	-
	-
	Alarm content See below for different Alarm type definitions

	4
	U32
	Timestamp
	
	
	Timestamp (a timestamp will be added at the end during retransmission)
See different definitions for Alarm type; not necessarily at the end


Alarm type=1
Upl_warn contents
	bit (corresponds to the position of 1 in binary)
	Name
	Description
	Original message in little-endian hexadecimal
	Converted to big-endian hexadecimal
	Decimal

	2
	Charging shutdown alarm
	Device charging automatically shuts down (firmware needs to support this function)
	04000000
	0004
	4

	1
	Low battery shutdown alarm
	Device shuts down due to extremely low battery (firmware needs to support this function)
	02000000
	0002
	2

	0
	Manual shutdown alarm
	Device has been manually shut down (firmware needs to support this function)
	01000000
	0001
	1


Example:
Charging shutdown alarm: BDBDBDBD21010004000000E377BD6767
BDBDBDBD:Header
21:Message ID
0100:Alarm type, converted to big-endian 0001-->Alarm type=1
04000000:Upl_warn content, converted to big-endian 0004-->Charging shutdown alarm
E377BD67:Timestamp, converted to big-endian 67BD77E3-->Converted to decimal 1740470243-->Timestamp is 1740470243 seconds-->
Converted to standard time format UTC: 2025-02-25 07:57:23-->Converted to Beijing time: 2025-02-25 15:57:23
67:Checksum

Low battery shutdown alarm: BDBDBDBD21010002000000E377BD6767
BDBDBDBD:Header
21:Message ID
0100:Alarm type, converted to big-endian 0001-->Alarm type=1
02000000:Upl_warn content, converted to big-endian 0002-->Low battery shutdown alarm
E377BD67:Timestamp, converted to big-endian 67BD77E3-->Converted to decimal 1740470243-->Timestamp is 1740470243 seconds-->
Converted to standard time format UTC: 2025-02-25 07:57:23-->Converted to Beijing time: 2025-02-25 15:57:23
67:Checksum

Active shutdown alarm: BDBDBDBD21010001000000E377BD6767
BDBDBDBD:Header
21:Message ID
0100:Alarm type, converted to big-endian 0001-->Alarm type=1
01000000:Upl_warn content, converted to big-endian 0001-->Active shutdown alarm
E377BD67:Timestamp, converted to big-endian 67BD77E3-->Converted to decimal 1740470243-->Timestamp is 1740470243 seconds-->
Converted to standard time format UTC: 2025-02-25 07:57:23-->Converted to Beijing time: 2025-02-25 15:57:23
67:Checksum

Alarm type=5
Upl_warn contents
	Format
	Name
	Unit
	Description

	U16
	Type
	2
	Fixed to 0x05

	U32
	Timestamp
	4
	Timestamp

	U16
	Content Len
	2
	Alarm Content Length

	U8
	Health Warn Type1
	1
	Health Threshold Alarm Type: 0x01 Heart Rate,  
    0x02 Systolic Blood Pressure (SBP),  
    0x03 Diastolic Blood Pressure (DBP),  
    0x04 Blood Oxygen,  
    0x05 Temperature





	U8
	Type1
	1
	01 Less than the set health threshold, 02 Greater than the set health threshold

	I16
	Health Value1
	2
	Health Outcome Values

	U8
	Health Warn Type2
	1
	Health Threshold Alarm Type: 0x01 Heart Rate,  
    0x02 Systolic Blood Pressure (SBP),  
    0x03 Diastolic Blood Pressure (DBP),  
    0x04 Blood Oxygen,  
    0x05 Temperature





	U8
	Type2
	1
	01 Less than the set health threshold, 02 Greater than the set health threshold

	I16
	Health Value2
	2
	Health Outcome Values

	......
	......
	......
	......



Example:
The device detected that the heart rate ( 65 ) is outside the issued health threshold: BDBDBDBD210500E377BD6704000102410073
BDBDBDBD: Header
21: Message ID
0500: Alarm type converted to big-endian0005--> Alarm type=5
E377BD67: Timestamp converted to big-endian67BD77E3--> converted to decimal 1740470243 --> Timestamp is 1740470243 seconds -->
Standard Time Format Conversion UTC Time: 2025-02-25 07:57:23 --> Converted to Beijing Time: 2025-02-25 15:57:23
0400:Content Len alarm content length to big-end0004-->Alarm content length is 4 bytes. Note: multiple health threshold alarms will increase the length.
01:Health Warn Type health threshold alarm type01-->Heart rate alarm
02:Type greater than the set health threshold & less than the set health threshold01-->Less than the set health threshold
4100:Health Value actual reported health value to big-end0041-->Converted to decimal 65 -->Reported heart rate value is 65
73:checksum

[bookmark: <strong>4.2.3 异常数据报警（MSGID=0x16）</strong>][bookmark: _Toc25254]4.2.3 Abnormal data alarm (MSGID=0x16)
	Header
	Message ID
	Payload
	Checksum

	Token: Fixed to 0xBD 0xBD 0xBD 0xBD
	0x16
	See below for definition
	CK_sum


Payload contents
	Byte offset
	Format
	Name
	Scale
	Unit
	Description

	1
	U8
	Type
	-/-
	-/-
	Alarm type (0: heart rate abnormal value alarm, 1: temperature abnormal value alarm)

	2
	U16
	Heart
	-/-
	-/-
	Heart rate value

	2
	U16
	temperature
	-/-
	-/-
	Temperature

	2
	U16
	Pa
	-/-
	-/-
	Pressure

	4
	4*U8 or U32
	expand
	-/-
	-/-
	4-byte expansion for other sensors


Note: The reported abnormal values have no actual reference significance; they simply indicate that abnormal data has been detected (such as values exceeding the range or sensor malfunction, etc.). Abnormal values will be removed from other normal messages and will be reflected in this message, which does not need to be parsed.

Example:
Temperature abnormal value alarm: BDBDBDBD16010000FF0F000000000000E6
BDBDBDBD : Header
16:Message ID
01: Type alarm type 01 --> Temperature abnormal value alarm
0000: Heart rate value, default to 0000 if this value is not present
FF0F: Temperature, convert to big-endian 0FFF --> Temperature abnormal value FFF
0000: Atmospheric pressure, default to 0000 if this value is not present
00000000 expand, default to 0000 if this value is not present
E6: Checksum

[bookmark: <strong>4.3 定位相关上报</strong>][bookmark: _Toc2971]4.3 Location-related reporting
[bookmark: <strong>4.3.1 GPS/BDS位置上报：定位数据上报(MSGID=0x03)</strong>][bookmark: _Toc18462]4.3.1 GPS/BDS location reporting: Location data reporting (MSGID=0x03)
	Header
	Message ID
	Payload
	Checksum

	Token: Fixed to 0xBD 0xBD 0xBD 0xBD
	0x03
	See below for definition
	CK_sum


Payload contents
	Byte offset
	Format
	Name
	Scale
	Unit
	Description

	8
	Double
	lon
	
	-
	longitude

	8
	Double
	lat
	
	　-
	latitude

	1
	U8
	north_south
	
	-
	/N or S/

	1
	U8
	east_west
	
	-
	/E or W/

	1
	U8
	status
	
	-
	/A or V/ Valid data or invalid data

	4
	U32
	Timestamp
	
	-
	Timestamp



Example:
Original16Hexadecimal Message: BDBDBDBD03963E870C3E675E40FF2110C2B6343F404E4541E377BD6799
BDBDBDBD: Header
03: Message ID
963E870C3E675E40: lon Longitude  Convert to Big Endian405E673E0C873E96--> Longitude:121.6131622  Note: Conversion analysis reference example below
FF2110C2B6343F40: lat Latitude  Convert to Big Endian403F34B6C21021FF--> Latitude:31.2059137  Note: Conversion analysis reference example below
4E: north_south  4E--> Convert to ASCII Code N--> North Latitude
45: east_west 45--> Convert to ASCII Code E--> East Longitude
41: status Data Validity  41--> Convert to ASCII Code A--> Valid Data
E377BD67: Timestamp Convert to Big Endian67BD77E3--> Convert to Decimal1740470243--> Timestamp:1740470243 seconds-->
Converted to standard time format UTC: 2025-02-25 07:57:23 --> Converted to Beijing time: 2025-02-25 15:57:23
78: checksum

Note: The extracted latitude and longitude of the satellite (GPS/BDS) are in the WGS-84 coordinate system. If the map uses Baidu or Amap, the coordinate system needs to be converted.
Java code example for parsing satellite positioning messages:
// Message: BDBDBDBD037d9f84ac81815c40e766926b1d8936404e4541749d695f0b//BDBDBDBD03 7d9f84ac81815c40 e766926b1d893640 4e 45 41 749d695f 0b public static void main(String[] args){
// Message 7d9f84ac81815c40 actual value 405c8181ac849f7d
Double.longBitsToDouble(Long.parseLong("405c8181ac849f7d", 16)));   //114.02353966666665 // Message e766926b1d893640 actual value 4036891d6b9266e7
Double.longBitsToDouble(Long.parseLong("4036891d6b9266e7", 16)));   //22.535605166666667
HexToStr(data.Substring("4e"));    //N
HexToStr(data.Substring("45"));    //E
HexToStr(data.Substring("41"));    //A A indicates valid data, while V indicates invalid data and can be disregarded // Message 749d695f actual value 5f699d74
Date date= new Date();
date.setTime(Long.parseLong("5f699d74", 16) * 1000);
SimpleDateFormatsdf = new SimpleDateFormat("yyyyMMddHHmmss");
System.out.println(sdf.format(date));  //2020-09-22 14:45:08
}

[bookmark: <strong>4.3.2 wifi和基站信息上传(MSGID=0xA4)</strong>][bookmark: _Toc31837]4.3.2 Wifi and Base Station Information Upload (MSGID=0xA4)
	Header
	Message ID
	Payload
	Checksum

	Token: Fixed to 0xBD 0xBD 0xBD 0xBD
	0xA4
	See below for definition
	CK_sum


Payload contents
	Byte Offset
	Format
	Name
	Scale
	Unit
	Description

	4
	U32
	Timestamp
	
	
	Timestamp

	1
	u8
	Cell_cnt
	1
	-
	Number of base stations (0-7)
Number of cell info payload. Valid value: 0~7

	2
	u16
	Cell[0].MCC
	-
	-
	Mobile Country Code of Base Station (0)
mobile country code of cell[0]

	2
	u16
	Cell[0].MNC
	-
	-
	Mobile Network Code of Base Station (0)
mobile network code of cell[0]

	2
	u16
	Cell[0].LAC
	-
	-
	Location area code of cell[0]


	4
	U32
	Cell[0].CELL_ID
	-
	-
	Cell id of cell[0]


	2
	i16
	Cell[0].RSSI
	-
	dbm
	RSSI in dbm of cell[0]


	。。。
	。。。
	。。。
	。。。
	。。。
	。。。

	2
	u16
	Cell[cell_cnt-1.MCC
	-
	-
	mobile country code of cell[0]


	2
	u16
	Cell[cell_cnt-1.MNC
	-
	-
	Mobile Network Code of Cell [0] of Base Station (N)


	2
	u16
	Cell [cell_cnt-1].LAC
	-
	-
	Location Area Code of Cell [0] of Base Station (N)


	2
	u16
	Cell [cell_cnt-1].LAC
	-
	-
	Location Area Code of Cell [cell_cnt-1] of Base Station (N)


	4
	U32
	Cell [cell_cnt-1].CELL_ID
	-
	-
	Cell ID of Cell [cell_cnt-1] of Base Station (N)


	2
	I16
	Cell [cell_cnt-1].RSSI
	-
	dbm
	Signal Strength RSSI in dBm of Cell [cell_cnt-1] of Base Station (N)


	1
	U8
	Wifi_cnt
	
	
	Number 0f wifi


	6
	6*U8
	Wifi[0].bssid[0]-Wifi[0].bssid[5]
	
	
	MAC address of wifi(0)

	4
	I32
	Wifi[0].RSSI
	
	
	Signal strength RSSI of wifi(0)

	。。。
	。。。
	。。。
	。。。
	。。。
	。。。

	6
	6*U8
	Wifi[Wifi_cnt-1].bssid[0]-Wifi[Wifi_cnt-1].bssid[5]
	
	
	MAC address of wifi(N)

	4
	I32
	Wifi[0].RSSI
	
	
	Signal strength RSSI of wifi(0)



Note: The number of base stations reported by the device may not always be present. The absence of base stations does not affect positioning. If the number of base stations in the message is 0, the following directly indicates the number of wifi.
Example:
Original16Hexadecimal message: BDBDBDBDA4E377BD6701CC010000C218D1AD160BF9FF078CBEBE1A8162C6FFFFFFC061180AF42AC1FFFFFF200BC726E000B6FFFFFFA8154DF6517EB2FFFFFFE005C5B1F824CCFFFFFFE8FCAFA02663AFFFFFFF6409805B2B9CAEFFFFFF94
BDBDBDB: Header
A4: Message ID
E377BD67: Timestamp time stamp converted to big-endian 67 BD77E3 --> converted to decimal 1740470243 --> Timestamp is 1740470243 seconds -->
Converted to standard time format UTC: 2025-02-25 07:57:23 --> Converted to Beijing time: 2025-02-25 15:57:23
01: Cell_cnt Number of base stations 01--> Number of base stations is1
CC01: Cell[0].MCC Base station MCC converted to big-endian01CC --> Converted to decimal460--> Base station MCC is460
0000: Cell[0].MNC Base station MNC converted to big-endian0000--> Converted to decimal0--> Base station MNC is0
C218: Cell[0].LAC Base station LAC converted to big-endian18C2 --> Converted to decimal6338--> Base station LAC is6338
D1AD160B: Cell[0].CELL_ID Base station ID converted to big-endian0B16ADD1 --> Converted to decimal186035665--> Base station ID is186035665
F9FF: Cell[0].RSSI Base station signal strength converted to big-endian FFF9 --> Converted to decimal Two's complement -7--> Base station signal strength is -7
07: Wifi_cnt Number of wifi 07-->7 wifi
8CBEBE1A8162: wifi MAC address 8C:BE:BE:1A:81:62--> wifi[0]’s MAC address is8C:BE:BE:1A:81:62
C6FFFFFF: wifi signal strength RSSI converted to big-endian FFFFFFFC6 --> Converted to decimal Two's complement -58---> wifi[0]’s RSSI signal strength is -58
C061180AF42A: wifi MAC address C0: 61 : 18 : 0 A:F4: 2 A --> The MAC address of wifi[ 1 ] is C0: 61 : 18 : 0 A:F4: 2 A
C1FFFFFF: wifi signal strength RSSI converted to big-endian FFFFFFC1 --> converted to decimal two's complement - 63 ---> The RSSI signal strength of wifi[ 0 ] is - 63
200 BC726E000: wifi MAC address 20 : 0 B:C7: 26 : E0 : 00 --> The MAC address of wifi[ 2 ] is 20 : 0 B:C7: 26 : E0 : 00
B6FFFFFF: wifi signal strength RSSI converted to big-endian FFFFFFB6 --> converted to decimal two's complement - 74 ---> The RSSI signal strength of wifi[ 0 ] is - 74
A8154DF6517E: wifi MAC address A8: 15 : 4 D:F6: 51 : 7 E --> The MAC address of wifi[ 3 ] is A8: 15 : 4 D:F6: 51 : 7 E
B2FFFFFF: wifi signal strength RSSI converted to big-endian FFFFFFB2 --> converted to decimal two's complement - 78 ---> The RSSI signal strength of wifi[ 0 ] is - 78
E005C5B1F824: wifi MAC address E0: 05 : C5:B1:F8: 24 --> The MAC address of wifi[ 4 ] is E0: 05 : C5:B1:F8: 24
CCFFFFFF: wifi signal strength RSSI converted to big-endian FFFFFFCC --> converted to decimal two's complement - 52 ---> The RSSI signal strength of wifi[ 0 ] is - 52
E8FCAFA02663: wifi MAC address E8:FC:AF:A0: 26 : 63 --> The MAC address of wifi[ 5 ] is E8:FC:AF:A0: 26 : 63
AFFFFFFF: wifi signal strength RSSI converted to big-endian FFFFFFAF --> converted to decimal two's complement - 81 ----> The RSSI signal strength of wifi[ 0 ] is - 81
6409805 B2B9C: wifi MAC address 64:09:80:5B:2B:9C --> The MAC address of wifi[6] is 64:09:80:5B:2B:9C
AEFFFFFF: wifi signal strength RSSI converted to big-end FFFFFFAE --> converted to decimal two's complement - 82 ---> wifi[ 0 ]'s RSSI signal strength is - 82
94: checksum
Parameters parsed from the message need to be interfaced with the map's wifi database to ultimately obtain latitude and longitude data. For example, integrating the WiFi database with Amap:

Amap categorizes the positioning scenarios into three types based on the network access method stated in the Amap WiFi positioning protocol document. Below are examples for the three scenarios:
1. The access method is WiFi, i.e., the accesstype parameter is 1
http://apilocate.amap.com/position?accesstype=1&imei=352315052834187&smac=E0:DB:55:
E4:C7:49&mmac=50:a7:2b:1e:56:58,-60,alibaba-inc&macs=4c:48:da:25:0b:11,-59,alibaba-
inc|4c:48:da:25:1a:11,-77,alibaba-inc&serverip=10.2.166.4&output=xml&key=<User Key>
2. The access method is mobile access and the SIM card is non-CDMA, i.e., the accesstype parameter is 0 and cdma=0:
http://apilocate.amap.com/position?accesstype=0&imei=352315052834187&smac=E0:DB:55:
E4:C7:49&cdma=0&bts=460,01,40977,2205409,-65&nearbts=460,01,40977,2205409,-65|460,0
1,40977,2205409,-65|460,01,40977,2205409,-65&serverip=10.2.166.4&output=xml&key=<User Key>
3. The access method is mobile access and the SIM card is a CDMA card, which means the accesstype parameter is 0 and cdma=1:
http://apilocate.amap.com/position?accesstype=0&imei=352315052834187&smac=E0:DB:55:
E4:C7:49&cdma=1&bts=13824,1,1838,1674723,575739,-52&serverip=10.2.166.4&output=xml&key=<User Key>
W200P watch: Explanation of the Gaode Wi-Fi positioning protocol's API: When selecting parameters, generally choose the first option.

You can also select the second option, but if the device has not reported the base station, both bts and nearbts parameters need to be removed for it to work.

The first option, example of parameters to enter: mmac is the first Wi-Fi MAC address in the message. http://apilocate.amap.com/position?accesstype=1&imei=869907057780989&mmac=04:8C:16:A9:FB:A8,-44,TP-Link&macs=04:8C:16:A9:FB:A8,-44,TP-Link|C8:3A:35:F4:CE:18,-59,TP-Link|1C:78:4E:D5:07:FE,-79,TP-Link|C8:3A:35:9D:0B:E0,-87,TP-Link|4A:D8:90:E8:0A:82,-88,TP-Link|AC:AD:4B:C9:C3:87,-89,TP-Link|A4:16:E7:55:84:AC,-91,TP-Link&output=json&key=xxxx

Specific Gaode Wi-Fi positioning protocol PDF can be downloaded by clicking here: This document is provided by Gaode Map, for specific integration, you can directly ask Gaode Map. Note that the document name may change upon downloading, feel free to rename it.


[bookmark: <strong>4.3.3 蓝牙定位信息(BLE Location)（MsgId=0xD6）</strong>][bookmark: _Toc12924]4.3.3 Bluetooth positioning information (BLE Location) (MsgId=0xD6)
	Header
	Message ID
	Payload
	Checksum

	Token: Fixed to 0xBD 0xBD 0xBD 0xBD
	0xD6
	See below for definition
	CK_sum


Payload contents
	Format
	Name
	Scale
	Description

	U8
	Type
	1
	Currently fixed at 0

	U8
	Total_groups
	1
	The total number of groups, which may contain multiple pieces of information, each group may have multiple iBeacons

	Int32
	Utc
	4
	Timestamp

	U8
	Total_PackCount
	1
	The total number of Bluetooth beacons at the current time

	U16
	Major0
	2
	Major (one of the Bluetooth beacon identification codes)

	U16
	Minor0
	2
	Minor (one of the Bluetooth beacon identification codes)

	S8
	Rssi0
	1
	Rssi (Bluetooth beacon signal strength)

	U16
	MajorN
	2
	Major (one of the Bluetooth beacon identification codes)

	U16
	MinorN
	2
	Minor (one of the Bluetooth beacon identification codes)

	S8
	RssiN]
	1
	Rssi (Bluetooth beacon signal strength)

	Int32
	Timestamp
	4
	Timestamp

	U8
	Total_PackCount
	1
	The total number of Bluetooth beacons at the current time

	U16
	Major0
	2
	Major (one of the Bluetooth beacon identifiers)

	U16
	Minor0
	2
	Minor (one of the Bluetooth beacon identification codes)

	S8
	Rssi0
	1
	Rssi (Bluetooth beacon signal strength)

	U16
	MajorN
	2
	Major (one of the Bluetooth beacon identifiers)

	U16
	MinorN
	2
	Minor (one of the Bluetooth beacon identification codes)

	S8
	RssiN]
	1
	Rssi (Bluetooth beacon signal strength)

	。。。
	。。。
	。。。
	。。。



Note: In the common version, the total number of Bluetooth beacons is fixed at 1, and the maximum number of Bluetooth beacons is 4. They are sorted by signal strength from high to low. The default smartwatch only recognizes our own beacons. If you need to connect with beacons from other brands, please consult the relevant personnel via WeChat. Example:

Raw hexadecimal message: BDBDBDBDD60001E377BD670443271794AC43273094AA4327B956A54327FE94A56A
bdbdbdbd: Header
D6: Message ID
00: type
01: Only one set of ibeacon data
E377BD67:Timestamp  converted to big-endian 67BD77E3-->converted to decimal 1740470243-->timestamp is 1740470243 seconds-->
Converted to standard time format UTC: 2025-02-25 07:57:23-->Converted to Beijing time: 2025-02-25 15:57:23
04: First set with 4 beacon information
4327: Converted to big-endian-->major : 0x2743-->converted to decimal 10051
1794: Converted to big-endian-->minor: 0x9417-->converted to decimal 37911
AC:  RSSI 0xAC-->converted to decimal signed -84
4327: Converted to big-endian-->major: 0x2743-->converted to decimal 10051
3094: Converted to big-endian-->minor: 0x9430-->converted to decimal 37936
AA:  RSSI 0xAA-->convert to decimal two's complement -86
4327:convert to big-endian-->major: 0x2743-->convert to decimal 10051
b956:convert to big-endian-->minor:0x56b9-->convert to decimal 22201
A5:   RSSI 0xA5-->convert to decimal two's complement -91
4327: Converted to big-endian-->major: 0x2743-->converted to decimal 10051
FE94: convert to big-endian-->minor:0x94FE-->convert to decimal 38142
A5: rssi:0xA5-->convert to decimal two's complement -91
6a --checksum

Bluetooth beacon major, minor description: The default shipped Bluetooth beacon has a label code,
For example: 00081005345866, then the Bluetooth beacon's major is 10053, minor is 45866, and the manufacturer identifier is 0008 (this is of no use and practical significance)
[bookmark: <strong>4.4 设备信息及状态上报</strong>][bookmark: _Toc9977]4.4 Device Information and Status Reporting
[bookmark: <strong>4.4.1 设备充电状态上传(MSGID=0xC3)</strong>][bookmark: _Toc5800]4.4.1 Device Charging Status Upload (MSGID=0xC3)
	Header
	Message ID
	Payload
	Checksum

	Token: Fixed to 0xBD 0xBD 0xBD 0xBD
	0xC3
	See below for definition
	CK_sum


Payload contents
	Byte offset
	Format
	Name
	Scale
	Unit
	Description

	0
	U8
	Status
	/
	/
	0: Start, 1: End, 2: Fully Charged

	1
	U32
	Timestamp
	/
	/
	Timestamp (will be added at the end when re-uploaded)


Note: This message requires support from the device firmware; the latest general version is supported by default. 
    Example:

Raw hexadecimal message: BDBDBDBDC301E377BD678A
BDBDBDBD : Header
C3: Message ID
01: Device has finished charging
E377BD67:Timestamp  converted to big-endian 67BD77E3-->converted to decimal 1740470243-->timestamp is 1740470243 seconds-->
Converted to standard time format UTC: 2025-02-25 07:57:23-->Converted to Beijing time: 2025-02-25 15:57:23
8A: Checksum
Raw hexadecimal message: BDBDBDBDC300DB4D2F668A
BDBDBDBD : Header
C3: Message ID
00: Device has started charging
E377BD67:Timestamp  converted to big-endian 67BD77E3-->converted to decimal 1740470243-->timestamp is 1740470243 seconds-->
Converted to standard time format UTC: 2025-02-25 07:57:23-->Converted to Beijing time: 2025-02-25 15:57:23
8A: Checksum
Original Hex Message: BDBDBDBDC302DB4D2F668A
BDBDBDBD : Header
C3: Message ID
02:The device is fully charged
E377BD67:Timestamp  converted to big-endian 67BD77E3-->converted to decimal 1740470243-->timestamp is 1740470243 seconds-->
Converted to standard time format UTC: 2025-02-25 07:57:23-->Converted to Beijing time: 2025-02-25 15:57:23
8A: Checksum
[bookmark: <strong>4.4.2 状态参数上报(MSGID=0xA9)</strong>][bookmark: _Toc27415]4.4.2 Status Parameter Reporting (MSGID=0xA9)
	Header
	Message ID
	Payload
	Checksum

	Token: Fixed to 0xBD 0xBD 0xBD 0xBD
	0xA9
	See below for definition
	CK_sum


Payload contents
	Byte offset
	Format
	Name
	Scale
	Unit
	Description

	1
	u8
	TypeCnt
	-/-
	-/-
	Number of Parameter Types

	1
	
	
	
	
	(Reserved 00)

	1
	u8
	Type
	-/-
	-/-
	Parameter Type 1,
Type Definition:
00—MCU (Firmware),
01—Module,
02—Sensor (General version does not have this type)

	1
	U8
	NameLen
	-/-
	-/-
	Length of Parameter Name 1

	n
	N*u8
	Name
	-/-
	-/-
	Parameter Name

	1
	u8
	Type
	-/-
	-/-
	Parameter Type 2,
Type Definition:
00—MCU (Firmware),
01—Module,
02—Sensor (This type is not available in the general version)

	1
	U8
	NameLen
	-/-
	-/-
	Parameter Type 2 Length

	n
	N*u8
	Name
	-/-
	-/-
	Parameter Name

	。。。
	。。。
	。。。
	。。。
	。。。
	。。。


Note: This message is set to report once upon startup, uploading the device firmware version number and module version number, which do not need to be parsed. Previously shipped devices have a Message ID of 0xBB; please contact relevant personnel for issuance.
Example:
BDBDBDBDA902000009423732352E4F56303601174E5432364B434E4230304E4E412D4C3032303330393530B5
BDBDBDBD : Header
A9:Message ID
02:TypeCnt indicates there are 2 types of parameters
00:Reserved Field
00:Type=00  00 represents MCU (Firmware)
09 : Length of the following MCU name is 9 bytes
423732352E4F563036--->Hexadecimal to text (Device firmware version) ---> B725.OV06
01 : Type=01  01 represents the module
17 : Length of the following communication module name is 23 bytes
4E5432364B434E4230304E4E412D4C3032303330393530 : Hexadecimal to text (4G module version)
--->NT26KCNB00NNA-L02030950
B5---Checksum
[bookmark: <strong>4.4.3 设备状态(MSGID=0xE9)</strong>][bookmark: _Toc8833]4.4.3 Device Status (MSGID=0xE9)
	Header
	Message ID
	Payload
	Checksum

	Token: Fixed to 0xBD 0xBD 0xBD 0xBD
	0xE9
	See below for definition
	CK_sum


Payload contents
	Byte offset
	Format
	Name
	Scale
	Unit
	Description

	1
	u8
	type
	
	/
	Default—00

	2
	u16
	length
	
	/
	Length of the subsequent message

	1
	u8
	location
	
	/
	Positioning report frequency: 00 — Default not modified, 01 — Modified via downlink (if there are multiple time periods in the downlink, only report the frequency of the current time period)

	2
	u16
	frequency
	
	/
	Frequency, unit - minutes

	1
	u8
	health
	
	/
	Health report frequency: 00 — Default not modified, 01 — Modified via downlink

	2
	u16
	frequency
	
	/
	Frequency: unit - minutes


Note: This message will report once upon startup, and will report again after the frequency is modified via downlink
Example:
Original Hexadecimal Message: BDBDBDBDE9000600010A00010A0033
BDBDBDBD : Header
E9: Message ID
00: type=00
0600: length The length of the following message converted to big-endian --> 0006 --> converted to decimal 6, the message length is 6 bytes
01: location 01 indicates that the downlink has modified the positioning reporting frequency
0A00: frequency Positioning reporting frequency converted to big-endian --> 000A --> converted to decimal 10, the reporting frequency is 10 minutes
01: health 01 indicates that the downlink has modified the health reporting frequency
0A00: frequency Health reporting frequency converted to big-endian --> 000A --> converted to decimal 10, the reporting frequency is 10 minutes
33: checksum
If the device has no health reporting function or no positioning reporting function, then the health reporting frequency and
The positioning reporting frequency will remain consistent between the two values, indicating the device's reporting frequency.
[bookmark: <strong>4.5 健康相关上报</strong>][bookmark: _Toc16529]4.5 Health-related Reporting
[bookmark: <strong> 4.5.1 健康数据(MSGID=0x32)</strong>][bookmark: _Toc12837]4.5.1 Health Data (MSGID=0x32)
	Header
	Message ID
	Payload
	Checksum

	Token: Fixed to 0xBD 0xBD 0xBD 0xBD
	0x32
	See below for definition
	CK_sum


Payload contents
	Byte offset
	Format
	Name
	Scale
	Unit
	Description

	1
	U8
	Type
	
	
	00

	4
	U32
	Timestamp
	
	
	Timestamp

	2
	U16
	contentLength
	
	
	Total length of the content that follows

	1
	U8
	ID
	
	
	Id (type + reported value length), ID type definition is provided below

	N
	N*U8
	Val1
	
	
	Reported value of Id (the byte length varies according to the reported value length)

	。。。
	。。。
	。。。
	。。。
	。。。
	。。。

	1
	U8
	ID
	
	
	Id (type + reported value length), ID type definition is provided below

	N
	N*U8
	Val1
	
	
	Reported value of Id (the byte length varies according to the reported value length)


ID Type Definition (Hexadecimal):
01  Step Count  02  Heart Rate  03  Body Temperature  04  Wrist Temperature  06  Diastolic Pressure  07  Systolic Pressure  08  Blood Oxygen  09  HRV (Special Version Support)
( 05  Blood Glucose  10  Number of Sit-ups  11  Running Pace and Distance  12  Jump Rope Speed and Count ) --- Reserved, None
Default General Version Support:  01  Step Count  02  Heart Rate  03  Body Temperature  04  Wrist Temperature  06  Diastolic Pressure  07  Systolic Pressure  08  Blood Oxygen
Example:
Original 16 Hexadecimal Message: BDBDBDBD3200E377BD6711000A1E00114B314A39711A4A0122bc00416212
BDBDBDBD: Header
32: Message ID
00: type      type = 00
E377BD67: Timestamp Convert to Big-endian  67 BD77E3 --> Convert to Decimal  1740470243 --> Timestamp is 1740470243 seconds -->
Converted to standard time format UTC: 2025-02-25 07:57:23 --> Converted to Beijing time: 2025-02-25 15:57:23
1100: Subsequent Message Length Convert to Big-endian --> 0011 --> Convert to Decimal  17, Subsequent Message Length is 17 bytes
0A:ID  0x0A--> Convert to Binary00001010   First five bits are00001--> Convert to Hexadecimal01, representing data ID step count (0x01),
The last three digits are 010 --> Convert to decimal 02, representing the length of the step data as 2 bytes
1E00: Step reporting value converted to big-endian --> 001 E --> Convert to decimal 30, total step data is 30 steps
11: ID 0x11 --> Convert to binary 00010001  The first five digits are 00010 --> Convert to hexadecimal 02, representing data ID heart rate (0x02),
The last three digits are 001 --> Convert to decimal 1, representing the length of the heart rate data as 1 byte
4 B: Heart rate reporting value converted to decimal --> 75, heart rate data is 75
31: ID 0x31 --> Convert to binary 00110001  The first five digits are 00110 --> Convert to hexadecimal 06, representing data ID diastolic pressure (0x06),
The last three digits are 001 --> Convert to decimal 1, representing the length of the diastolic pressure data as 1 byte
4 A: Blood pressure diastolic pressure reporting value converted to decimal --> 74, diastolic pressure data is 74
39: ID 0x3 --> Convert to binary 00111001  The first five digits are 00111 --> Convert to hexadecimal 07, representing data ID systolic pressure (0x07),
The last three digits are 001 --> Convert to decimal 1, representing the length of the systolic pressure data as 1 byte
71: Blood pressure systolic pressure reporting value, converted to decimal -->113, systolic pressure data is113
1A:ID  0x1A--> converted to binary00011010   The first five bits are00011--> converted to hexadecimal03, representing data ID body temperature (0x03),
The last three bits are010--> converted to decimal2, representing the length of body temperature data as2bytes
4A01: Body temperature reporting value, converted to big-endian -->014A--> converted to decimal330-->330*0.1--> body temperature data is33degrees Celsius
22:ID  0x22--> converted to binary00100010   The first five bits are00100--> converted to hexadecimal04, representing data ID wrist temperature (0x04),
The last three bits are010--> converted to decimal2, representing the length of wrist temperature data as2bytes
BC00: Wrist temperature reporting value, converted to big-endian -->00BC--> converted to decimal188-->188*0.1--> wrist temperature data is18.8degrees Celsius
41:ID  0x41--> converted to binary01000001    The first five bits are01000--> converted to hexadecimal08, code data ID blood oxygen (0x08),
The last three bits are001--> converted to decimal1, representing blood oxygen data length as1byte
62: Blood oxygen reporting value, converted to decimal -->98, blood oxygen data is98
12 : checksum
[bookmark: <strong>4.5.2 设备睡眠分析数据上传(MSGID=0xC5)</strong>][bookmark: _Toc28684]4.5.2 Device Sleep Analysis Data Upload (MSGID=0xC5)
	Header
	Message ID
	Payload
	Checksum

	Token: Fixed to 0xBD 0xBD 0xBD 0xBD
	0xC5
	See below for definition
	CK_sum


Payload contents
	Byte offset
	Format
	Name
	Scale
	Unit
	Description

	4
	Int32
	DateTime
	
	-/-
	Upload UTC Start Time

	4
	Int32
	DateTime
	
	
	Upload UTC End Time

	2
	Int16
	Sleepminute
	
	
	Uploaded Sleep Time in Minutes

	4
	Int32
	Type
	
	
	Sleep Status: Upload Type, 1 for Deep Sleep, 2 for Light Sleep, 3 for Duration Awake


Example:
Raw 16 Hex Message: BDBDBDBDC5AC338860693B8860210001000000D1
BDBDBDBD: Header
C5: Message ID
AC338860: Start time, converted to big-endian  608833  AC --> convert to decimal --> timestamp is  1619538860  seconds -->
Convert to standard time format UTC time:  2021  -  04  -  27      15  :  54  :  20 --> convert to Beijing time:  2021  -  04  -  27      23  :  54  :  20
693  B8860: End time, converted to big-endian  60883  BAC --> convert to decimal --> timestamp is  1619540908  seconds -->
Convert to standard time format UTC time:  2021  -  04  -  27      16  :  28  :  28 --> convert to Beijing time:  2021  -  04  -  28      00  :  28  :  28
2100: Sleepminute sleep time, converted to big-endian  0021 --> convert to decimal  33 --> total sleep time is  33  minutes
01000000: Type sleep state, converted to big-endian  00000001 --> convert to decimal  1 -->  1 is deep sleep, deep sleep time is  33  minutes
D1: checksum
[bookmark: <strong>4.6 下行反馈相关上报</strong>][bookmark: _Toc23715]4.6 Downlink feedback related reports
[bookmark: <strong>4.6.1 下行反馈(MSGID=0xC0)</strong>][bookmark: _Toc18797]4.6.1 Downlink feedback (MSGID=0xC0)
	Header
	Message ID
	Payload
	Checksum

	Token: Fixed to 0xBD 0xBD 0xBD 0xBD
	0xC0
	See below for definition
	CK_sum


Payload contents
	Byte offset
	Format
	Name
	Scale
	Unit
	Description

	1
	U8
	length
	-/-
	
	Message ID Length

	N
	n*U8
	Type
	-/-
	
	N Message IDs


Example:
This command is used for feedback on the downlink command, returning the Message IDs of previously received downlink commands (multiple Message IDs can be returned collectively).
Original Hex Message: BDBDBDBDC0011720
BDBDBDBD : Header
C0: Message ID
01: Length Message ID length converted to decimal 01 --> Message ID length is 1 byte
17: Type indicates that the device received the downlink command Message ID as 17
20: checksum
[bookmark: <strong>4.6.2 消息状态上报(MSGID=0x28)</strong>][bookmark: _Toc15117]4.6.2 Message Status Report (MSGID=0x28)
	Header
	Message ID
	Payload
	Checksum

	Token: Fixed to 0xBD 0xBD 0xBD 0xBD
	0x28
	See below for definition
	CK_sum


Payload contents
	Bytes
	Format
	Name
	Scale
	Unit
	Description

	4
	U32
	timestamp
	-/-
	-/-
	Timestamp

	1
	U8
	Type
	-/-
	-/-
	Character encoding type (corresponding to the following 0X28), GB2312 encoding: 0x03; Unicode encoding: 0x05

	1
	U8
	status
	-/-
	-/-
	Message status - 0x01: Confirmed, 0x02: Rejected

	4
	U32
	seqID
	-/-
	-/-
	(corresponding message ID seqID for the following 0X28)


Example:
Note: The current generic version does not distinguish between character encoding types, fixed to 03, later versions will differentiate.
Original hex message: BDBDBDBD28FD3BA068030268A03BE477
BDBDBDBD : Header
28:Message ID
FD3BA068: timestamp timestamp converted to big-endian 68A03BFD --> converted to decimal --> timestamp is 1755331581 seconds -->
Convert to standard time format UTC time: 2025-08-16 08:06:21-->Convert to Beijing time: 2025-08-16 16:06:21
03:Type 03--Fixed Value
02:status message status 02--Interface click reject button--Rejected
68A03BE4:seqID The ID of the downlink message is 68A03BE4
77:checksum Checksum
[bookmark: <strong>5 设置</strong>][bookmark: _Toc3872]5 Settings
[bookmark: <strong>5.1 下行</strong>][bookmark: _Toc25923]5.1 Downlink
[bookmark: <strong>5.1.1 设置定位上报频率（MSGID=0x17）</strong>][bookmark: _Toc17464]5.1.1 Set positioning reporting frequency (MSGID=0x17)
	Header
	Message ID
	Payload
	Checksum

	Token: Fixed to 0xBD 0xBD 0xBD 0xBD
	0x17
	See below for definition
	CK_sum


Payload contents
	Byte offset
	Format
	Name
	Scale
	Unit
	Description
	　

	1
	u8
	enable
	-/-
	-/-
	Whether enabled, 1 for enabled, 0 for not enabled
	Time period 1

	2
	U16
	Interval
	
	
	Time interval (minutes)
	

	1
	u8
	time_start_h
	　
	　
	-hour
	

	1
	u8
	time_start_m
	　
	　
	-minute
	

	1
	u8
	time_end_h
	　
	　
	-hour
	

	1
	u8
	time_end_m
	　
	　
	-minute
	

	1
	u8
	enable
	-/-
	-/-
	Whether enabled, 1 for enabled, 0 for not enabled
	Time Period 2

	2
	U16
	Interval
	
	
	Time interval (minutes)
	

	1
	u8
	time_start_h
	　
	　
	-hour
	

	1
	u8
	time_start_m
	　
	　
	-minute
	

	1
	u8
	time_end_h
	　
	　
	-hour
	

	1
	u8
	time_end_m
	　
	　
	-minute
	

	1
	u8
	enable
	-/-
	-/-
	Whether enabled, 1 for enabled, 0 for not enabled
	Time Period 3

	2
	U16
	Interval
	
	
	Time interval (minutes)
	

	1
	u8
	time_start_h
	　
	　
	-hour
	

	1
	u8
	time_start_m
	　
	　
	-minute
	

	1
	u8
	time_end_h
	　
	　
	-hour
	

	1
	u8
	time_end_m
	　
	　
	-minute
	

	1
	u8
	enable
	-/-
	-/-
	Whether enabled, 1 for enabled, 0 for not enabled
	Time Period 4

	2
	U16
	Interval
	
	
	Time interval (minutes)
	

	1
	u8
	time_start_h
	　
	　
	-hour
	

	1
	u8
	time_start_m
	　
	　
	-minute
	

	1
	u8
	time_end_h
	　
	　
	-hour
	

	1
	u8
	time_end_m
	　
	　
	-minute
	


Note: One day's time is from 00:00 to 23:59
Example:

00:00-23:59Report location every 10 minutes: BDBDBDBD17010A000000173B00000000000000000000000000000000000000000097
BDBDBDBD:Header
17:Message ID
01:Enable 是否启用  Convert to decimal01-->1--enabled
0A00:Interval 时间间隔 Convert to big-endian000A-->Convert to decimal10-->Interval is10minutes
00:time_start_h Start time - hours, convert to decimal00-->Start time - hours is00
00:time_start_m Start time - minutes, convert to decimal00-->Start time - minutes is00
17:time_end_h End time - hours, convert to decimal23--> Start time - hours is00
3B:time_end_m End time - minutes, convert to decimal59--> Start time - hours is00
00:enable Whether enabled, convert to decimal00-->0-- Not enabled
000000000000: Unused status fully filled00
00:enable Whether enabled, convert to decimal00-->0-- Not enabled
000000000000: Unused status fully filled00
00:enable Whether enabled, convert to decimal00-->0-- Not enabled
000000000000: Unused status fully filled00
97:checksum Checksum
[bookmark: <strong>5.1.2 信息下发(Message Send)（MSGID=0X28）</strong>][bookmark: _Toc14831]5.1.2 Message Sending (MSGID=0X28)
	Header
	Message ID
	Payload
	Checksum

	Token: Fixed to 0xBD 0xBD 0xBD 0xBD
	0x28
	See below for definition
	CK_sum


Payload contents
	Byte offset
	Format
	Name
	Description

	1
	U8
	type
	Message type, if it is a downlink text message, the Unicode code is 05

	4
	Uint32
	seqID
	Unique ID of the information

	1
	U8
	CONTENT LEN
	Content Length

	N
	N
	CONTENT
	Content, in Chinese as Unicode encoding (little-endian, note the conversion; one Chinese character occupies 2 bytes, one letter occupies 2 bytes)


Note: The default Chinese character encoding for the Hong Kong universal version is Unicode.  
    Each information ID must be unique; duplicate IDs cannot be received by the device.  
    Example:


Text message: hello,worldBDBDBDBD28050300000016680065006C006C006F002C0077006F0072006C006400DD
BDBDBDBD : Header
28    :  Message ID
05    :  Type of message, decimal conversion 05 --> type=05
03000000    :  seqID information ID, information ID is 03000000
16    :  CONTENT LEN length of content, decimal conversion 22, length of content is 22 bytes
680065006C006C006F002C0077006F0072006C006400    :
Convert every 2 bytes to big-endian --> convert to Unicode character --> combine to form final text message content: hello,world
DD:checksum
[bookmark: <strong>5.1.3 设置- 定位优先级设置（0XCE01）</strong>][bookmark: _Toc15606]5.1.3 Setting - Positioning Priority Setting (0XCE01)
	Header
	Message ID
	Payload
	Checksum

	Token: Fixed to 0xBD 0xBD 0xBD 0xBD
	0xCE
	See below for definition
	CK_sum


Payload contents
Type=01 Positioning Priority Setting
	Byte offset
	Format
	Name
	Scale
	Unit
	Description

	1
	u8
	Type
	-/-
	-/-
	Type=01

	1
	u8
	Valid
	-/-
	-/-
	Validity, 00 always valid, 01 valid for this time

	2
	U16
	Len
	-/-
	-/-
	Length of the subsequent instruction

	n
	n
	
	-/-
	-/-
	Main body


Positioning priority setting definition -- See 2.3 Device Downlink Description -- Device positioning priority issuing (0 xCE01)
Positioning Priority Set Text: Currently, the general version supports: 01--Satellite (GPS/BDS), 02--wifi (wifi + base station) 03--Bluetooth beacon (requires additional deployment of Bluetooth beacons); special device support: 04--LBS base station 05--125k
Example:
wifi positioning priority (wifi > Bluetooth beacon > Satellite (GPS/BDS)) : BDBDBDBDCE0100030002030133
BDBDBDBD : Header
CE : Message ID
01 : Type 01 Positioning Priority Setting
00 : Validity 00 always valid
0300 : Len converted to Big Endian 0003 --> converted to decimal 03 --> text length is 3 bytes
020301 : Text: 02--wifi 03--Bluetooth beacon 01--Satellite (GPS/BDS) positioning priority is wifi > Bluetooth beacon > Satellite (GPS/BDS)
33: checksum
Satellite (GPS/BDS) positioning priority (Satellite (GPS/BDS) > wifi > Bluetooth beacon) : BDBDBDBDCE0100030001020333
BDBDBDBD : Header
CE : Message ID
01 : Type 01 Positioning Priority Setting
00 : Validity 00 always valid
0300 : Len converted to Big Endian 0003 --> converted to decimal 03 --> text length is 3 bytes
010203 : Text: 01--Satellite (GPS/BDS) 02--wifi 03--Bluetooth beacon positioning priority is Satellite (GPS/BDS) > wifi > Bluetooth beacon
33: checksum
Bluetooth positioning priority (Bluetooth beacon > wifi > Satellite (GPS/BDS)) : BDBDBDBDCE0100030003020133
BDBDBDBD : Header
CE : Message ID
01 : Type 01 Positioning Priority Setting
00 : Validity 00 always valid
0300 : Len converted to Big Endian 0003 --> converted to decimal 03 --> text length is 3 bytes
030201:Main text: 03--Bluetooth Beacon 02--WiFi 01--Satellite (GPS/BDS)  The positioning priority is Bluetooth Beacon > WiFi > Satellite (GPS/BDS)
33: checksum
Single Satellite (GPS/BDS) Positioning:BDBDBDBDCE0100030001000033
BDBDBDBD : Header
CE : Message ID
01 : Type 01 Positioning Priority Setting
00 : Validity 00 always valid
0300 : Len converted to Big Endian 0003 --> converted to decimal 03 --> text length is 3 bytes
030201:Main text: 01--Satellite (GPS/BDS) 00--No Positioning 00--No Positioning The positioning priority is Single Satellite (GPS/BDS) positioning
33: checksum
Single WiFi Positioning:BDBDBDBDCE0100030002000033
BDBDBDBD : Header
CE : Message ID
01 : Type 01 Positioning Priority Setting
00 : Validity 00 always valid
0300 : Len converted to Big Endian 0003 --> converted to decimal 03 --> text length is 3 bytes
020000:Main text: 02--WiFi 00--No Positioning 00--No Positioning The positioning priority is Single WiFi positioning
33: checksum
Single Bluetooth Beacon Positioning:BDBDBDBDCE0100030003000033
BDBDBDBD : Header
CE : Message ID
01 : Type 01 Positioning Priority Setting
00 : Validity 00 always valid
0300 : Len converted to Big Endian 0003 --> converted to decimal 03 --> text length is 3 bytes
020000:Main text: 03--Bluetooth Beacon 00--No Positioning 00--No Positioning The positioning priority is Single Bluetooth Beacon positioning
33: checksum
[bookmark: <strong>5.1.4 设置- 健康采样上报频率设置（MSGID=0X1C）</strong>][bookmark: _Toc29579]5.1.4 Settings - Health Sampling Report Frequency Setting (MSGID=0X1C)
	Header
	Message ID
	Payload
	Checksum

	Token: Fixed to 0xBD 0xBD 0xBD 0xBD
	0x1C
	See below for definition
	CK_sum


Payload contents
	Byte offset
	Format
	Name
	Scale
	Unit
	Description
	　

	1
	u8
	enable
	-/-
	-/-
	Whether enabled, 1 for enabled, 0 for not enabled
	Time period 1

	2
	U16
	Interval
	
	
	Time interval (minutes)
	

	1
	u8
	time_start_h
	　
	　
	-hour
	

	1
	u8
	time_start_m
	　
	　
	-minute
	

	1
	u8
	time_end_h
	　
	　
	-hour
	

	1
	u8
	time_end_m
	　
	　
	-minute
	

	1
	u8
	enable
	-/-
	-/-
	Whether enabled, 1 for enabled, 0 for not enabled
	Time Period 2

	2
	U16
	Interval
	
	
	Time interval (minutes)
	

	1
	u8
	time_start_h
	　
	　
	-hour
	

	1
	u8
	time_start_m
	　
	　
	-minute
	

	1
	u8
	time_end_h
	　
	　
	-hour
	

	1
	u8
	time_end_m
	　
	　
	-minute
	

	1
	u8
	enable
	-/-
	-/-
	Whether enabled, 1 for enabled, 0 for not enabled
	Time Period 3

	2
	U16
	Interval
	
	
	Time interval (minutes)
	

	1
	u8
	time_start_h
	　
	　
	-hour
	

	1
	u8
	time_start_m
	　
	　
	-minute
	

	1
	u8
	time_end_h
	　
	　
	-hour
	

	1
	u8
	time_end_m
	　
	　
	-minute
	

	1
	u8
	enable
	-/-
	-/-
	Whether enabled, 1 for enabled, 0 for not enabled
	Time Period 4

	2
	U16
	Interval
	
	
	Time interval (minutes)
	

	1
	u8
	time_start_h
	　
	　
	-hour
	

	1
	u8
	time_start_m
	　
	　
	-minute
	

	1
	u8
	time_end_h
	　
	　
	-hour
	

	1
	u8
	time_end_m
	　
	　
	[bookmark: _GoBack]-minute
	
	


Health Sampling Report Frequency Setting Definition -- See 2.3 Device Downlink Description -- Device Health Sampling Frequency Issuance (0x1D)
Note: After setting, reports will be submitted based on the time period; outside the time period, no reports will be submitted.
Example:
00:00-23:59(All day) Health data reported every 10 minutes: BDBDBDBD1C010A000000173B00000000000000000000000000000000000000000097
BDBDBDBD:Header
1C:Message ID
01:Enable 是否启用  Convert to decimal01-->1--enabled
0A00:Interval 时间间隔 Convert to big-endian000A-->Convert to decimal10-->Interval is10minutes
00:time_start_h Start time - hours, convert to decimal00-->Start time - hours is00
00:time_start_m Start time - minutes, convert to decimal00-->Start time - minutes is00
17:time_end_h End time - hour, converted to decimal23--> End time - hour is23
3B:time_end_m End time - minute, converted to decimal59--> End time - minute is59
00:enable Whether enabled, convert to decimal00-->0-- Not enabled
000000000000: Unused status fully filled00
00:enable Whether enabled, convert to decimal00-->0-- Not enabled
000000000000: Unused status fully filled00
00:enable Whether enabled, convert to decimal00-->0-- Not enabled
000000000000: Unused status fully filled00
97:checksum Checksum
[bookmark: <strong>5.1.5 设置-设备报警设置（0XCE03）</strong>][bookmark: _Toc3138]5.1.5 Set - Device Alarm Settings (0XCE03)
	Header
	Message ID
	Payload
	Checksum

	Token: Fixed to 0xBD 0xBD 0xBD 0xBD
	0xCE
	See below for definition
	CK_sum


Payload contents
Type=03 Device Alarm Settings
	Byte offset
	Format
	Name
	Unit
	Description

	1
	U8
	Type
	1
	Fixed to 0x03—Device Alarm Settings

	1
	U8
	Valid
	1
	Fixed to 0x00—Health threshold, always valid

	2
	U16
	Cfg Len
	2
	Instruction length

	1*N
	U8*N
	[Bit7] Enable
[Bit6 - 0] Threshold Type

	1*N
	[Bit7] Whether to enable this type of threshold detection
[Bit6 - 0] Set threshold type: 0x01 Heart Rate,
0x02 Systolic Blood Pressure (SBP)
0x03 Diastolic Blood Pressure (DBP),
0x04 Blood Oxygen,
0x05 Temperature (threshold unit is *10, for example, 37.3 is 373)






	2*N
	I16*N
	Threshold Min
	2*N
	Lower limit of threshold (this content is only available when threshold detection is enabled)

	2*N
	I16*N
	Threshold Max
	2*N
	Upper limit of threshold (this content is only available when threshold detection is enabled)


Device Alarm Settings Definition - Health Threshold -- See 2.3 Device Downstream Description -- Health Threshold Settings (0 xCE0300)
Note: The default is the off state, and the threshold is in the normal range. Devices will report alarms when outside this range.
The heart rate threshold range is (20 - 200), the blood pressure systolic threshold range is (20 - 200), the blood pressure diastolic threshold range is (20 - 200), the blood oxygen threshold range is (80 - 100), and the temperature threshold range is (160 - 600).
Example:
Set multiple health thresholds: 1. Heart rate [60, 120], 2. Turn off blood oxygen threshold detection, 3. Temperature [36.0, 37.3]: BDBDBDBDCE03000B00813C007800048568017501FF
BDBDBDBD: Header
CE: Message ID
03: Type 03 -- Device alarm settings
00: Valid 00 -- Health thresholds, persistently valid
0 B00: Convert to big-endian --> 000 B --> Convert to decimal 11 --> Length of the following command message (not including checksum) 11 bytes
81: Convert to binary --> 10000001 bit7: 1 --- Enabled    On state   bit6- 0: 000001 --> 0x01  Heart rate
3 C00: Convert to big-endian --> 003 C --> Convert to decimal 60, heart rate lower threshold is 60
7800: Convert to big-endian --> 0078 --> Convert to decimal 120, heart rate upper threshold is 120
04   : Convert to binary -->  00000100     bit7:  0  --- Off, no threshold after off state   bit6- 0 :  0000100  -->  0x04    Blood Oxygen
85   : Convert to binary -->  10000101    bit7:  1  --- On     On state   bit6- 0 :  0000101  -->  0x05    Temperature
6801   : Convert to big-endian -->  0168  --> Convert to decimal  360  (actual temperature *  10) --> Minimum temperature threshold is  36.0
7501   : Convert to big-endian -->  0175  --> Convert to decimal  373  (actual temperature *  10) --> Maximum temperature threshold is  37.3
FF: Checksum
[bookmark: <strong>5.1.6 设置-开关设置（0XCE04-24）</strong>][bookmark: _Toc23142]5.1.6 Settings - Switch Settings (0XCE04-24)
	Header
	Message ID
	Payload
	Checksum

	Token: Fixed to 0xBD 0xBD 0xBD 0xBD
	0xCE
	See below for definition
	CK_sum


Payload contents
	Byte offset
	Format
	Name
	Scale
	Unit
	Description

	1
	u8
	Type
	-/-
	-/-
	Please refer to the instructions for specific types

	1
	u8
	switch
	-/-
	-/-
	Switch 00 On, 02 Off, 01 Single valid

	2
	U16
	
	-/-
	-/-
	Fixed 0000


Device Alarm Settings - Switch Type: Specific Function Description -- See 2.3 Device Downlink Explanation
05 Bluetooth Broadcast Switch
07 Fall Alarm Switch        08 Stay Alarm Switch
0A Immediately Report Location Information    0B Immediately Report Health Data
0D Immediately Report Version Number Data  16 Can Downlink Use Key Shutdown
18 Sleep Function Switch        19 Key Trigger SOS Alarm Switch
20 Data Reporting Switch-- Separate Settings (Note: This switch structure is special, and there are differences in message and table definitions. Please refer to specific examples)
Type=05 Bluetooth Broadcast Switch
Example:
00---On:BDBDBDBDCE0500000093
BDBDBDBD : Header
CE : Message ID
05:Type 05 Bluetooth Broadcast Switch
00:Switch 00 On
0000:Fixed value
93:Checksum
02---关闭:BDBDBDBDCE0502000093
BDBDBDBD : Header
CE : Message ID
05:Type 05 Bluetooth Broadcast Switch
02:Switch 02 closed
0000:Fixed value
93:Checksum
Type=07 Fall alarm switch
Example:
00---开启:BDBDBDBDCE0700000093
BDBDBDBD : Header
CE : Message ID
07:Type 07 fall alarm switch
02:Switch 00 opened
0000:Fixed value
93:Checksum
02---关闭:BDBDBDBDCE0702000093
BDBDBDBD : Header
CE : Message ID
07:Type  07 fall alarm switch
02:Switch 02 closed
0000:Fixed value
93:Checksum
Type=08 Stop Alarm Switch
Example:

00---Open: BDBDBDBDCE0800000093
BDBDBDBD : Header
CE : Message ID
08: Type 08 Stay Alarm Switch
02:Switch 00 opened
0000:Fixed value
93:Checksum
02---Close: BDBDBDBDCE0802000093
BDBDBDBD : Header
CE : Message ID
08: Type 08 Stay Alarm Switch
02:Switch 02 closed
0000:Fixed value
93:Checksum
Type=0A Report Position Information Immediately
Example:

01---Single Report: BDBDBDBDCE0A01000093
BDBDBDBD : Header
CE : Message ID
0A: Type 0A Report Position Information Immediately
01: switch 01--Single Issuance Single Report
0000:Fixed value
93:Checksum
Type=0B Report Health Data Immediately
Example:

01---Single Report: BDBDBDBDCE0B01000093
BDBDBDBD : Header
CE : Message ID
01: Type 0B immediate report health data
02: switch switch 01--single dispatch single report
0000:Fixed value
93:Checksum
Type=0D immediate report version number data  
    Example:

01---single report: BDBDBDBDCE0D01000093
BDBDBDBD : Header
CE : Message ID
0D: Type 0D immediate report version number data
01: switch 01--Single Issuance Single Report
0000:Fixed value
93:Checksum
Type=16 can the downlink use the button to shut down?  
    Example:

00---enable: BDBDBDBDCE1600000093
BDBDBDBD : Header
CE : Message ID
16: Type 16 can the downlink use the button to shut down?
02:Switch 00 opened
0000:Fixed value
93:Checksum
02---disable: BDBDBDBDCE1602000093
BDBDBDBD : Header
CE : Message ID
16: Type 16 can the downlink use the button to shut down?
02:Switch 02 closed
0000:Fixed value
93:Checksum
Type=18 Sleep Function Switch
Example:

00---Enabled, enters sleep mode after a period of inactivity, data not reported: BDBDBDBDCE1800000093
BDBDBDBD : Header
CE : Message ID
18:Type 18 sleep function switch
02:Switch 00 opened
0000:Fixed value
93:Checksum
02---Disabled, in a static or charging state, data is reported normally: BDBDBDBDCE1802000093
BDBDBDBD : Header
CE : Message ID
18:Type 18 sleep function switch
02:Switch 02 closed
0000:Fixed value
93:Checksum
Type=19 Button-triggered SOS alarm switchExample:

00---Enabled:BDBDBDBDCE1900000093
BDBDBDBD : Header
CE : Message ID
19:Type 19 button-triggered SOS alarm switch
02:Switch 00 opened
0000:Fixed value
93:Checksum
02---Disabled:BDBDBDBDCE1902000093
BDBDBDBD : Header
CE : Message ID
19:Type 19 button-triggered SOS alarm switch
02:Switch 02 closed
0000:Fixed value
93:Checksum
Type=20 Data reporting switch—set separatelyExample:

Add field: Body length: 2 bytesBody: 0x00 (positioning data report) + switch (0x00: enabled, 0x02: disabled)
0x01 (Health data reporting) + switch (0x00: On, 0x02: Off)
Positioning data reporting On:BDBDBDBDCE20000200000093
BDBDBDBD : Header
CE : Message ID
20:Type 20 reporting data switch
00:Fixed value
0200:Body length  converted to big-endian 0002 --> converted to decimal 02 --> body length is 2 bytes
00:Body: 00 -- Positioning data reporting switch
00:Body: 00 -- Start reporting
93:Checksum
Positioning data reporting Off:BDBDBDBDCE2000020000293
BDBDBDBD : Header
CE : Message ID
20:Type 20 reporting data switch
00:Fixed value
0200:Body length  converted to big-endian 0002 --> converted to decimal 02 --> body length is 2 bytes
00:Body: 00 -- Positioning data reporting switch
02:Body: 00 -- Stop reporting
93:Checksum
Health data reporting On:BDBDBDBDCE20000200010093
BDBDBDBD : Header
CE : Message ID
20:Type 20 reporting data switch
00:Fixed value
0200:Body length  converted to big-endian 0002 --> converted to decimal 02 --> body length is 2 bytes
01: Main Text: 00--Health Data Reporting Switch
00:Body: 00 -- Start reporting
93:Checksum
Health Data Reporting Closed: BDBDBDBDCE20000200010293
BDBDBDBD : Header
CE : Message ID
20:Type 20 reporting data switch
00:Fixed value
0200:Body length  converted to big-endian 0002 --> converted to decimal 02 --> body length is 2 bytes
01: Main Text: 00--Health Data Reporting Switch
02:Main Text:02--Close Reporting
93:Checksum
[bookmark: <strong>5.1.7 设置-跌落灵敏度设置（0xCE15）</strong>][bookmark: _Toc32272]5.1.7 Settings - Drop Sensitivity Setting (0xCE15)
	Header
	Message ID
	Payload
	Checksum

	Token: Fixed to 0xBD 0xBD 0xBD 0xBD
	0xCE
	See below for definition
	CK_sum


Payload contents
	Byte offset
	Format
	Name
	Unit
	Description

	1
	U8
	Type
	1
	Type is 0x15

	1
	U8
	Valid
	1
	Default is 0, no impact at this time

	2
	U16
	Len
	2
	Length of subsequent parameter content

	1
	U8
	Param Type
	1
	Parameter type: 0x00: Sensitivity, 0x01: Height

	1
	U8
	Param Level
	1
	Parameter level: 5 levels (0 - 4)


Drop Sensitivity Setting - Parameter Description:
Sensitivity: Refers to the degree that triggers the drop algorithm, offering 5 setting levels (0 - 4): Low - Lower (Medium-Low) - Medium - Higher (Medium-High) - High.
Height: Refers to the height at which the drop alarm is triggered, offering 5 setting levels (0 - 4): 0.5m - 1.0m - 1.5m - 2.0m - 2.5m.
If the height is set to "1.5m," the device must at least be ≥ 1.5m to potentially trigger the drop alarm.
Note that sensitivity and height cannot be combined into a single message.
Example:
Set sensitivity to "Medium-Low": BDBDBDBDCE150002000001FF
BDBDBDBD : Header
CE : Message ID
15:Type Drop Sensitivity Setting
00:Fixed value
0200:Len
00:Param Type Sensitivity Setting
01:Param Level Sensitivity Level 1 --> Lower (Medium-Low)
FF: checksum check sum
Set height to "1.5m": BDBDBDBDCE150002000102FF
BDBDBDBD : Header
CE : Message ID
15:Type Drop Sensitivity Setting
00:Fixed value
0200:Len
01:Param Type Height Setting
02:Param Level Height Level 2-->1.5m
FF: checksum check sum
[bookmark: <strong>5.1.8 设置-震动设置（0XCE23）</strong>][bookmark: _Toc9218]5.1.8 Settings - Vibration Settings (0XCE23)
	Header
	Message ID
	Payload
	Checksum

	Token: Fixed to 0xBD 0xBD 0xBD 0xBD
	0xCE
	See below for definition
	CK_sum


Payload contents
	Byte offset
	Format
	Name
	Unit
	Description

	1
	U8
	Type
	1
	Fixed to 0x23

	1
	U8
	Valid
	1
	0x00

	2
	U16
	Cfg Len
	2
	Length of subsequent parameter content

	1
	U8
	Motor Type
	1
	Setting Type: 1. Vibration Duration - 0x00

	4
	U32
	Value
	4
	Setting Content: 1. Vibration Duration (unit: milliseconds, range 0 - 60 seconds)


Settings - Vibration Settings Definition: This message can modify the global vibration duration. Any resulting vibration duration will change to the duration set by this command.
Example:
Set the device's default global vibration duration to 1.5 seconds (1500 milliseconds): BDBDBDBDCE2300050000dc050000FF
BDBDBDBD : Header
CE : Message ID
23: Type 23 Settings - Vibration Settings
00: Fixed value 00 -- always valid
0500: Length of the subsequent parameter content converted to big-endian 0005 --> converted to decimal 05 --> subsequent parameter content length is 5 bytes
00: Motor Type Vibration Duration Setting
dc050000: Value Vibration Duration converted to big-endian 000005dc --> converted to decimal 1500 --> vibration duration is 1500 milliseconds (1.5 seconds)
FF: checksum check sum
[bookmark: <strong>5.1.9 IP&域名设置(MSGID=0xC3)（TCP专用）</strong>][bookmark: _Toc3531]5.1.9 IP & Domain Name Settings (MSGID=0xC3) (TCP Dedicated)
	Header
	Message ID
	Payload
	Checksum

	Token: Fixed to 0xBD 0xBD 0xBD 0xBD
	0xC3
	See below for definition
	CK_sum


Payload contents
	Byte offset
	Format
	Name
	Scale
	Unit
	Description

	1
	U8
	Type
	
	
	Issuance Type: Type = 1 IPv4, Type = 2 IPv6 (Reserved - not currently supported), Type = 3 Domain Name (Currently only supports ASCII encoded domain names)






	2
	U16
	Port
	
	
	Port number (2 bytes)

	1
	U8
	Len
	
	
	Length of subsequent parameter content

	N
	U8
	Domainname
	
	
	Specific IP or domain content


Note: After issuance, the device will not communicate on the original server, pointing to the modified server issued.
Example:
Type=1 IPv4:Downlink modification IP to:118.178.184.219, port: 8825  BDBDBDBDC30179220476B2B8DB33
BDBDBDBD : Header
C3: Message ID
01:Type 1--IPv4
7922:Port converted to big-endian 2279-->converted to decimal 8825-->port: 8825
04:Len length of the following parameter content converted to decimal 04-->length is 4 bytes
76B2B8DB:Domainname IP  76-->converted to decimal 118, B2-->converted to decimal 178, B8-->converted to decimal 184, DB-->converted to decimal 219   IP is: 118.178.184.219
33: checksum
Type=3 Domain nameDownlink modification domain name to:aiday.com.cn, port: 8825
BDBDBDBD : Header
C3: Message ID
03:type=3, domain name
7922:Port endianness conversion to big-endian --2279  --> Convert to decimal  Port: 8825
12:Length of the parameters after Len converted to decimal 18 --> Message length is 18 bytes
61696461792e636f6d2e636e:Domain name converted to string --> aiday.com.cn --> Domain name is: aiday.com.cn
1D:checksum
[bookmark: <strong>5.1.10 下发久坐停留报警触发时间（MSGID=0XCC）</strong>][bookmark: _Toc21064]5.1.10 Issuing sedentary stay alarm trigger time (MSGID=0XCC)
	Header
	Message ID
	Payload
	Checksum

	Token: Fixed to 0xBD 0xBD 0xBD 0xBD
	0xCC
	See below for definition
	CK_sum


Payload contents
	Byte offset
	Format
	Name
	Scale
	Unit
	Description

	1
	U8
	minute
	-/-
	-/-
	Stay alarm trigger duration (unit: minutes; range 2 — 60), inactivity within this time will trigger the stay alarm


Example:
No activity for 5 consecutive minutes triggers stay alarm on the watch (in wearing state): BDBDBDBDCC05DD
BDBDBDBD: Header
CC:Message ID
05: minute The duration of the stay alarm trigger converts to decimal 05 --> 5 minutes
DD: checksum
[bookmark: <strong>5.1.11 关机重启(MSGID=0x77)</strong>][bookmark: _Toc312]5.1.11 Power off and restart (MSGID=0x77)
	Header
	Message ID
	Payload
	Checksum

	Token: Fixed to 0xBD 0xBD 0xBD 0xBD
	0x77
	See below for definition
	CK_sum


Payload contents
	Byte offset
	Format
	Name
	Scale
	Unit
	Description

	1
	u8
	Type
	-/-
	　
	01—Power off, 00—Restart


Note: Power off and restart are both received while in the powered-on state. Power off: Command received in the powered-on state, the watch powers off and cannot receive any commands afterward; Restart: Command received in the powered-on state, the watch restarts.
Example:
Power off: BDBDBDBD770193
BDBDBDBD : Header
77:  Message ID
01:  Type 01--Power off
93:Checksum
Restart: BDBDBDBD770093
BDBDBDBD : Header
77:  Message ID
01: Type 00--Restart
93:Checksum
[bookmark: <strong>5.1.12 个人信息下发（MSGID=0xCA）</strong>][bookmark: _Toc14685]5.1.12 Personal Information Distribution (MSGID=0xCA)
	Header
	Message ID
	Payload
	Checksum

	Token: Fixed to 0xBD 0xBD 0xBD 0xBD
	0xCA
	See below for definition
	CK_sum


Payload contents
	Byte offset
	Format
	Name
	Scale
	Unit
	Description

	1
	U8
	count
	-/-
	
	Number of information sets distributed

	1
	U8
	type
	-/-
	
	Type: 1 – Name, 2 – English Name, 3 – Phone, 4 – Blood Type

	1
	U8
	len
	-/-
	
	Length

	N
	U8
	content
	-/-
	
	Content (Unicode encoding)

	。。。
	。。。
	。。。
	。。。
	。。。
	。。。


Example:
Name: Cheng Da Wen, English name: Chan Tai Man, Phone: 99886633, Blood type: A
BDBDBDBDCA0401060B7A2759876502184300680061006E00200054006100690020004D0061006E0003103900390038003800360036003300330004024100DD
BDBDBDBD: Header
CA:Message ID
04:count converted to decimal04-->4 groups of information
01:type 01--Name
06:len converted to decimal06-->Length of 6 bytes
0B7A27598765:content
0B7A converted to Big Endian-->7A0B-->converted to Unicode character-->Cheng,
2759 converted to Big Endian-->5927-->converted to Unicode character-->Da,
8765 converted to Big Endian-->6587-->converted to Unicode character-->Wen  The Chinese name is Cheng Dawen
02:type 02--English name
18 len Convert to Decimal24--> Length 24 bytes
4300680061006E00200054006100690020004D0061006E00:content
Similarly, every2bytes is converted to big-endian--> Convert to Unicode characters --> Final: Chan Tai Man
03:type 03-- Phone number
10:len Convert to Decimal16--> Length 16 bytes
39003900380038003600360033003300:content
Similarly, every2bytes is converted to big-endian--> Convert to Unicode string --> Final: 99886633
04:type 04-- Blood type
02:len Convert to Decimal02--> Length 2 bytes
41: Convert to Unicode string--> A --> Blood type: A
DD: checksum
[bookmark: <strong>5.1.13 睡眠统计时间段设置（MSGID=0X1D）</strong>][bookmark: _Toc21373]5.1.13 Sleep Statistics Time Period Settings (MSGID=0X1D)
	Header
	Message ID
	Payload
	Checksum

	Token: Fixed to 0xBD 0xBD 0xBD 0xBD
	0x1D
	See below for definition
	CK_sum


Payload contents
	Byte offset
	Format
	Name
	Scale
	Unit
	Description
	　

	1
	u8
	enable
	-/-
	-/-
	Whether enabled, 1 for enabled, 0 for not enabled
	Time period 1

	1
	u8
	time_start_h
	　
	　
	-hour
	

	1
	u8
	time_start_m
	　
	　
	-minute
	

	1
	u8
	time_end_h
	　
	　
	-hour
	

	1
	u8
	time_end_m
	　
	　
	-minute
	

	1
	u8
	enable
	-/-
	-/-
	Whether enabled, 1 for enabled, 0 for not enabled
	Time Period 2

	1
	u8
	time_start_h
	　
	　
	-hour
	

	1
	u8
	time_start_m
	　
	　
	-minute
	

	1
	u8
	time_end_h
	　
	　
	-hour
	

	1
	u8
	time_end_m
	　
	　
	-minute
	

	1
	u8
	enable
	-/-
	-/-
	Whether enabled, 1 for enabled, 0 for not enabled
	Time Period 3

	1
	u8
	time_start_h
	　
	　
	-hour
	

	1
	u8
	time_start_m
	　
	　
	-minute
	

	1
	u8
	time_end_h
	　
	　
	-hour
	

	1
	u8
	time_end_m
	　
	　
	-minute
	

	1
	u8
	enable
	-/-
	-/-
	Whether enabled, 1 for enabled, 0 for not enabled
	Time Period 4

	1
	u8
	time_start_h
	　
	　
	-hour
	

	1
	u8
	time_start_m
	　
	　
	-minute
	

	1
	u8
	time_end_h
	　
	　
	-hour
	

	1
	u8
	time_end_m
	　
	　
	-minute
	


Example:
The sleep data statistics and reporting time periods are 13:00 - 15:00 and 22:30 - 08:00 BDBDBDBD1D010D000F0001161E080000000000000000000000FF
BDBDBDBD : Header
1D:Message ID
01:enable whether to enable, converted to decimal 01 --> 1 -- enabled
0D:time_start_h start time - hours, converted to decimal 13
00:time_start_m start time - minutes, converted to decimal 00, the start statistics and reporting time is 13:00
0F:time_end_h end time - hours, converted to decimal 15
00:time_end_m end time - minutes, converted to decimal 00, the end statistics and reporting time is 15:00
01:enable whether to enable, converted to decimal 01 --> 1 -- enabled
16:time_start_h start time - hours, converted to decimal 22
1E:time_start_m Start time - minutes  Convert to decimal 30 Start statistic and report time at 22:30
08:time_end_h End time - hours  Convert to decimal 08
00:time_end_m End time - minutes Convert to decimal 00 End statistic and report time at 08:00
00:enable Whether enabled  Convert to decimal 00-->0--not enabled
00000000:All filled with 00 for not enabled status
00:enable Whether enabled  Convert to decimal 00-->0--not enabled
00000000:All filled with 00 for not enabled status
FF: checksum check sum
[bookmark: <strong>5.1.14 远程OTA升级下发（MSGID=0xA9）</strong>][bookmark: _Toc18720]5.1.14 Remote OTA upgrade issued (MSGID=0xA9)
	Header
	Message ID
	Payload
	Checksum

	Token: Fixed to 0xBD 0xBD 0xBD 0xBD
	0xA9
	See below for definition
	CK_sum


Payload contents
	Byte offset
	Format
	Name
	Scale
	Unit
	Description

	1
	u8
	TypeCnt
	-/-
	-/-
	Type count

	1
	u8
	
	-/-
	-/-
	Fixed value (reserved byte 00)

	1
	u8
	Type
	-/-
	-/-
	Type 1 00—mcu firmware

	1
	U8
	PathLen
	-/-
	-/-
	Path 1 Length

	n
	N*u8
	Path
	-/-
	-/-
	路径

	2
	U16
	PackageSize
	
	
	The file package size is fixed at 0000

	。。。
	。。。
	。。。
	。。。
	。。。
	。。。

	1
	u8
	Type
	-/-
	-/-
	Type n 00—mcu firmware

	1
	U8
	PathLen
	-/-
	-/-
	Path n length

	n
	N*u8
	Path
	-/-
	-/-
	路径

	2
	U16
	PackageSize
	
	
	The file package size is fixed at 0000

	。。。
	。。。
	。。。
	。。。
	。。。
	。。。


Note: Remote updates consume data and are affected by network conditions. The device SIM card has a limit of 30MB per month, and too many updates may result in insufficient data.
Example:
The firmware download address is (requires server support for HTTP download): http://tools.aiday.com.cn/File/MCU/W200PG/W200PG_E42.BWGHOL25.bin
Upon successful update, the device will restart and reconnect to the server, reporting the version number change.
BDBDBDBDA901000041687474703A2F2F746F6F6C732E61696461792E636F6D2E636E2F46696C652F4D43552F5732303050472F5732303050475F4534322E425747484F4C32352E62696E00000A
BDBDBDBD:Header
A9:Message ID
01:TypeCnt Number of Types 01--indicates1type
00:Reserved bytes, fixed value
00:Type 00--indicates MCU firmware upgrade
41:Path Download Path Length Converted to Decimal65-->Download Path Length is65
687474703A2F2F746F6F6C732E61696461792E636F6D2E636E2F46696C652F4D43552F5732303050472F5732303050475F4534322E425747484F4C32352E62696E
File Download Path Converted to String-->http://tools.aiday.com.cn/File/MCU/W200PG/W200PG_E42.BWGHOL25.bin
0000:PackageSize Currently fixed at0000
0A:checksum
[bookmark: <strong>5.1.15 天气预警（MSGID=0XCB）</strong>][bookmark: _Toc14623]Weather Alert (MSGID=0XCB)
	Header
	Message ID
	Payload
	Checksum

	Token: Fixed to 0xBD 0xBD 0xBD 0xBD
	0xCB
	See below for definition
	CK_sum


Payload contents
	Byte offset
	Format
	Name
	Scale
	Unit
	Description

	0
	U8
	Count
	-/-
	-/-
	Number of weather warning groups

	1
	U8
	Type
	-/-
	-/-
	Weather warning types, see details below

	1
	U8
	Status
	-/-
	-/-
	Status, see details below

	…
	…
	……
	
	
	…


Weather type - status table:
	Type
	Description
	Status
	notes - click the image to enlarge

	1
	Storm warning
	0
	Cancel Alarm

	
	
	1 - 8
	[image: IMG_257]

	2
	Heavy Rain Warning
	0
	Cancel Alarm

	
	
	1
	[image: IMG_258]

	
	
	2
	[image: IMG_259]

	
	
	3
	[image: IMG_260]

	3
	Thunderstorm Warning
	0
	Cancel Alarm

	
	
	1
	[image: IMG_261]

	4
	Flood Warning
	0
	Cancel Alarm

	
	
	1
	[image: IMG_262]

	5
	Debris Flow Warning
	0
	Cancel Alarm

	
	
	1
	[image: IMG_263]

	6
	Strong Monsoon Warning
	0
	Cancel Alarm

	
	
	1
	[image: IMG_264]

	7
	Frost Warning
	0
	Cancel Alarm

	
	
	1
	[image: IMG_265]

	8
	Fire Danger Warning
	0
	Cancel Alarm

	
	
	1
	[image: IMG_266]

	
	
	2
	[image: IMG_267]

	9
	Temperature Warning
	0
	Cancel Alarm

	
	
	1
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	10
	Tsunami Warning
	0
	Cancel Alarm
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	11
	Heat Index
	0
	Cancel Alarm
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Note: After being issued, the device will vibrate and display weather warning images. Multiple sets of weather warnings can be issued simultaneously, and each set must be distinct. The same type of warning cannot appear in a single command; otherwise, it will be invalid.   
    Example:

10    Sets of weather warnings issued: BDBDBDBD CB     0    A    0101      0201      0301      0401      0501      0601      0701      0801      0901      0    A    01    F    5
BDBDBDBD:Header
CB:Message ID
0A:Count of weather groups in decimal 10 --> issue 10 sets of weather warnings
0101:Type&Status Weather type-status 01 -- Storm warning 01 -- Level 1 alarm signal
0201:Type&Status Weather type-status 02 -- Heavy rain warning 01 -- Yellow heavy rain warning signal
0301:Type&Status Weather type-status 03 -- Thunderstorm warning 01 -- Thunderstorm alert
0401:Type&Status Weather type-status 04 -- Flood warning 01 -- Special flood report for Northern New Territories
0501:Type&Status Weather type-status 05 -- Landslide warning 01 -- Landslide alert
0601:Type&Status Weather Type-Status 06--Strong Monsoon Warning 01--Severe Monsoon Signal
0701:Type&Status Weather Type-Status 07--Frost Warning 01--Frost Signal
0801:Type&Status Weather Type-Status 08--Fire Hazard Warning 01--Yellow Fire Hazard Alert
0901:Type&Status Weather Type-Status 09--Temperature Warning 01--Cold Weather Alert
0A01:Type&Status Weather Type-Status 10--Tsunami Warning 01--Tsunami Alert
F5:checksum
[bookmark: <strong>5.1.16 恢复出厂设置(MSGID=0X7B)</strong>][bookmark: _Toc24473]5.1.16 Restore Factory Settings(MSGID=0X7B)
	Header
	Message ID
	Payload
	Checksum

	Token: Fixed to 0xBD 0xBD 0xBD 0xBD
	0x7B
	See below for definition
	CK_sum


Payload contents
	Byte offset
	Format
	Name
	Scale
	Unit
	Description

	1
	u8
	reset
	-/-
	-/-
	1 Restore Factory Settings


Example:
Restore factory settings, the device will restart after receiving the command: BDBDBDBD7B018F
BDBDBDBD : Header
7B : Message ID
01 : reset 01--restore factory settings
8F : checksum
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法律声明 


版权所有©2015，高德集团。 


保留一切权利。 


本文档包含的所有内容除特别声明之外，版权均属于高德集团所有，受《中华人民共和国


著作权法》及相关法律法规和中国加入的所有知识产权方面的国际条约的保护。未经本公司书


面许可，任何单位和个人不得以任何方式（电子或机械，包括影印）翻印或转载本文档的任何


部分，否则将视为侵权，高德集团保留依法追究其法律责任的权利。 


高德地图 API 的一切有关权利属于高德集团所有。 


本文档并不代表供应商或其代理的承诺，高德集团可在不作任何申明的情况下对本文档内


容进行修改。 


本文档中所涉及的软件产品及其后续升级产品均由高德集团制作并负责全权销售。 


本文档中提到的其它公司及其产品的商标所有权属于该商标的所有者。 


 


高德集团 


高德地图 API 欢迎用户的任何建议或意见。  







 


 


前言 


本文主要对高德地图定位服务接口进行详细介绍，包括定位服务的功能介绍、接口参数说


明、示例、返回结果说明等。 


注意： 


接口 URL 示例中，使用<用户 Key>，请替换为实际获取的用户 Key。 


  







 


 


第1章 定位服务 


 接口功能介绍 


根据手机客户端上传终端的基站/wifi 等信息，定位服务返回终端的位置信息。 


 服务协议 


HTTP/GET 


 URL 


http://apilocate.amap.com/position 


 编码格式 


如无特殊声明，所有接口的输入参数和输出数据编码全部统一为 utf-8。 


 接口参数说明 


用户向服务器发起 http 请求的接口参数说明见表 1-1。 
 


表 1-1 定位服务接口参数说明 


参数名称 含义 规则说明 是否必须 默认值 


key 用户唯一标识 用户申请，由高德 api 后台自动分配 必填 无 


accesstype 
移动端接入网络方


式 


可选值： 


移动接入网络：0 


wifi 接入网络：1 


默认值：无 


必填 无 


imei 手机 imei 号 


此参数能够提高定位精度和准确度，且


定位不到时可依据此参数进行跟踪排


查，如没有则无法排查和跟踪问题 


必填 无 


idfa ios 手机的 idfa 


此参数能够提高定位精度和准确度，且


定位不到时可依据此参数进行跟踪排


查，如没有则无法排查和跟踪问题 


与 imei 必填


一个 


无 


smac 手机 mac 码 


此参数能够提高定位精度和准确度，且


定位不到时可依据此参数进行跟踪排


查，如没有则无法排查和跟踪问题 


非必填，但建


议填写 


无 


serverip 
设备接入基站时对


应的网关 IP 


此参数能够提高定位精度和准确度，且


定位不到时可依据此参数进行跟踪排


查，如没有则无法排查和跟踪问题 


非必填，但建


议填写 


无 


cdma 是否为 cdma 


是否为 cdma 


非 cdma：0 


是 cdma：1  


accesstype=0


时，必填 


0 


imsi 移动用户识别码 
此参数能够提高定位精度和准确度，且


定位不到时可依据此参数进行跟踪排


非必填，但建


议填写 


无 







 


 


查，如没有则无法排查和跟踪问题 


network 无线网络类型 
GSM/GPRS/EDGE/HSUPA/HSDPA/WC


DMA 


accesstype=0


时，必填 


 


tel 手机号码  非必填 无 


bts 接入基站信息 


接入基站信息，表 1-2 内部参数说明 


非 CDMA 格式为：mcc,mnc,lac,cellid,si


gnal 


CDMA 格式为：sid,nid,bid,lon,lat,signal，


其中 lon,lat 可为空，格式为：sid,nid,bi


d,,,signal 


accesstype=0


时，必填 


无 


nearbts 
周边基站信息（不


含接入基站信息） 
基站信息 1|基站信息 2|基站信息 3….. 


非必填 无 


mmac 已连热点 mac 信息 
mac,signal,ssid。 


如：f0:7d:68:9e:7d:18,-41,TPLink 


非必填，但强


烈建议填写 


无 


macs 
wifi 列表中 mac 信


息 


单 mac 信息同 mmac，mac 之间使用“|”


分隔。必须填写 2 个及 2 个以上,30 个


以内的方可正常定位。请不要包含移动


wifi 信息 


accesstype=1


时，必填 


无 


output 返回数据格式类型 可选值：json,xml 
可选 json 


 


表 1-2 内部参数说明 


参数名称 参数含义 是否必填 


mcc 移动用户所属国家代码，默认值为 460 cdma=0 时，必填 


mnc 移动网号, 中国移动：0；中国联通：1 cdma=0 时，必填 


lac 位置区域码, 取值范围：0-65535 cdma=0 时，必填 


cellid 基站小区编号,取值范围：0-65535，0-268435455，其


中 0,65535,268435455 不使用，小区编号大于 65535


时为 3G 基站 


cdma=0 时，必填 


signal 信号强度, 取值范围：0 到-113dbm. 


(如获得信号强度为正数，则请按照以下公式进行转


换：获得的正信号强度 * 2 – 113) 


cdma=0 时，必填 


sid cdma 系统识别码 cdma=1 时，必填 


nid cdma 网络识别码 cdma=1 时，必填 


bid cdma 小区唯一识别码 cdma=1 时，必填 


lon cdma 经度值, 手机平台接口读出的数值 可选 


lat cdma 纬度值, 手机平台接口读出的数值 可选 


mac mac 地址，例如：00:0f:e2:4e:aa:3e accesstype=1 时，必填 


ssid 无线网络名称 accesstype=1 时，必填 







 


 


 


特别说明： 


为了尽可能地保证您定位结果的精确性，在以上所有场景中，除了必须填写的参数外，其


他可以获得的参数 也请一并传入。 


例如：wifi 接入网络的情况下，也可以传入其对应的基站信息；而在移动接入网络的情况


下，也可传入 wifi 列表中 mac 信息（macs）。 


 


 定位场景示例： 


根据接入网络方式，可以分为三种定位场景，以下对三种定位场景给出对应示例。 


 


联网方式为 wifi 接入，即 accesstype 参数为 1 时： 


http://apilocate.amap.com/position?accesstype=1&imei=352315052834187&smac=E0:DB:55:


E4:C7:49&mmac=50:a7:2b:1e:56:58,-60,alibaba-inc&macs=4c:48:da:25:0b:11,-59,alibaba-inc|4c:4


8:da:25:1a:11,-77,alibaba-inc&serverip=10.2.166.4&output= 


联网方式为移动接入且手机卡为非 cdma 卡，即 accesstype 参数为 0 且 cdma=0 时： 


http://apilocate.amap.com/position?accesstype=0&imei=352315052834187&smac=E0:DB:55:


E4:C7:49&cdma=0&bts=460,01,40977,2205409,-65&nearbts=460,01,40977,2205409,-65|460,01,40


977,2205409,-65|460,01,40977,2205409,-65&serverip=10.2.166.4&output=xml&key=<用户 Key> 


 


联网方式为移动接入且手机卡为 cdma 卡，即 accesstype 参数为 0 且 cdma=1 时： 


http://apilocate.amap.com/position?accesstype=0&imei=352315052834187&smac=E0:DB:55:


E4:C7:49&cdma=1&bts=13824,1,1838,1674723,575739,-52&serverip=10.2.166.4&output=xml&ke


y=<用户 Key> 


 


 返回结果说明 


下面给出一个一般性 XML 返回结果，并进行说明： 


<response> 


<status>1</status> 


<!--返回状态,值为 0 或 1，0 代表 false--> 


<info>OK</info> 


<!--返回状态说明，详见 info 状态表--> 


<result> 


<!--定位结果--> 


<type>2</type> 


<!--定位类型，0：没有得到定位结果；其他数字为：正常获取定位结果--> 


<imei>352315052834187</imei> 


<!--手机 imei 号--> 


<location>110.41485,21.22689</location> 


<!--定位经纬度--> 


<radius>80</radius> 


<!--定位精度半径，单位：米--> 


<desc>广东省 湛江市 霞山区 圆岭路 靠近豆花香</desc> 


<!--位置描述--> 


<country>中国</country> 



http://apilocate.amap.com/position?accesstype=0&imei=352315052834187&smac=E0:DB:55:E4:C7:49&cdma=0&bts=460,01,40977,2205409,-65&nearbts=460,01,40977,2205409,-65|460,01,40977,2205409,-65|460,01,40977,2205409,-65&output=xml&key=%3c

http://apilocate.amap.com/position?accesstype=0&imei=352315052834187&smac=E0:DB:55:E4:C7:49&cdma=0&bts=460,01,40977,2205409,-65&nearbts=460,01,40977,2205409,-65|460,01,40977,2205409,-65|460,01,40977,2205409,-65&output=xml&key=%3c

http://apilocate.amap.com/position?accesstype=0&imei=352315052834187&smac=E0:DB:55:E4:C7:49&cdma=0&bts=460,01,40977,2205409,-65&nearbts=460,01,40977,2205409,-65|460,01,40977,2205409,-65|460,01,40977,2205409,-65&output=xml&key=%3c

http://apilocate.amap.com/position?accesstype=0&imei=352315052834187&smac=E0:DB:55:E4:C7:49&cdma=1&bts=13824,1,1838,1674723,575739,-52&output=xml&key=%3c

http://apilocate.amap.com/position?accesstype=0&imei=352315052834187&smac=E0:DB:55:E4:C7:49&cdma=1&bts=13824,1,1838,1674723,575739,-52&output=xml&key=%3c

http://apilocate.amap.com/position?accesstype=0&imei=352315052834187&smac=E0:DB:55:E4:C7:49&cdma=1&bts=13824,1,1838,1674723,575739,-52&output=xml&key=%3c





 


 


<!--国家--> 


<province>广东省</province> 


<!--省--> 


<city>湛江市</city> 


<!--市--> 


<citycode>0759</citycode> 


<!--城市编码--> 


<adcode>440803</adcode> 


<!--区域编码--> 


<road>霞山区圆岭路</road> 


<!--道路名--> 


<poi>豆花香</poi> 


<!--定位附近的 poi 名称--> 


</result> 


</response> 


 


 info 状态表 


Info 返回值 状态描述 


OK 正常 


INVALID_USER_KEY 用户 key 非法或过期 


SERVICE_NOT_EXIST 请求服务不存在 


SERVICE_RESPONSE_ERROR 请求服务响应错误 


INSUFFICIENT_PRIVILEGES 无权限访问此服务 


OVER_QUOTA 请求超出配额 


INVALID_PARAMS 请求参数非法 


UNKNOWN_ERROR 未知错误 


 


第2章 客户支持 


如果您在使用高德地图 API 产品时遇到问题，请先参考提供的相关资料。如仍未解决，


请与我们联系。您可以通过下列途径获得满意答复： 


 


在线支持： 


LBS 官网：lbs.amap.com/  


技术咨询：lbsbbs.amap.com/  



http://api.amap.com/

http://api.amap.com/qa/





 


 


    官方微博：http://weibo.com/gaodedituapi 


电子邮箱： 


api@autonavi.com  


 


公司网址 


http://gaode.com/ 



http://weibo.com/gaodedituapi

http://gaode.com/
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